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KoHTponnep
orpaHun4yeHus gocTyna

PykoBoacTBO No yctaHOBKe
U 3KcnnyaTtauum
(PW-400,PW-400 v.2, PW-400 EU,
PW-400 EU v.2, PW-400 AC)

KoHTponnep orpaHuyYyeHua pocTyna




MpaBa n ux sawura

Bcemu npaBamu Ha OaHHbIA OOKYMEHT obnagaet rpynna komnanu «3JIMKC» He
[JonycKkaeTcs KonupoBaHwue, nepeneyvartka u noboi apyro cnocob BocnponsseneHus
[OOKyMeHTa unu ero yactun 6e3 cornacusi.
ToproBble Mapku
Proxway® siBRsieTcst 3apervcTprupoBaHHoii Toprosoii Mapkom MK «3NTUKCy.
O6 aTOM fOKYMEHTe
HacTosilee pykoBOACTBO MO 3KCNnyatauuu ONWCbIBAaeT MNOPSOOK YCTaHOBKM,
MOAKIMIOYEHNS W 3KCMNyaTauum KOHTPOmnIepa CMcTeMbl ynpasreHus 4OCTYNoM
(PW-400, PW-400 v.2, PW-400 EU, PW-400 EU v.2, PW-400 AC)
(B manbHenwem KoHTponnepa). MNeped MOHTaXOM KOHTponnepa TwartenbHO n3yunte
OaHHYI0 MHCTPYKLUMIO.
XapakTepucTukm M napameTpbl  KOHTponfnepa  onucaHbl B pasgene
Xapaktepuctukn. B pasgene TepMuHbl gaeTcsl OObsICHEHWUS BCTpeYaroLMxcs B
[aHHOM JOKYMEHTE TEPMUHOB.
BHeLlHWI BUA KOHTpOepa, onucaHue KOHTaKTOB M PEXMMOB paboTbl NpuBoanTCs
B pasgene OnucaHue u pabota. [Mopsigok MOHTaxa, MOOKMIOYEHUS BHELLHUX
YCTPOWCTB M HAaCTpoWka KOHTpomrnepa onucaHbl B pasgerne AnroputM paboTbl
BHYTPW NOKanbHoW cetn
BHumaHue! [lepeq MOHTaXOM U MOAKMNOYEHMEM KOHTpomnnepa cnegyet
BHUMATENbHO  UM3Yy4WTb  HACToOsilee  PYKOBOACTBO MO  3KCMnyaTauuu.
BbinonHeHne MOHTaxa, MOAKMIYEHNA KOHTponsfepa [[OonycKaeTcs TOnbKo
nMuaMyM UM opraHM3aumsiMu, UMELWUMU COOTBETCTBYIOLLME MOMIHOMOYNS OT
npov3BoanuTENS.

OGy4eHue ¥ TexHUYecKas nogaepxka
Kypcbl 00y4yeHus, oxBaTbiBaloLMe BOMPOCbI YCTAHOBKM W  UCNOSIb30BaHWS
KOHTpornnepa, npoogdatcs rpynnon komnanven «JJIVMKC». Ons [ononHuTenbHoOn
WH(OPMaL KN CBA3bIBaAWTECH C MEPCOHANoOM KOMMNaHuum no TenedoHaMm, ykasaHHbIM
HUXe.
TexHnyeckas nogaepxka Ans Bcen npogykumm «PROXWAY» obecneunBaetcsi B
paboyee BpeMs Mo TenegoHy: +7 (495) 788-83-93 ( BpeMsi MOCKOBCKOE)

YKasaHHaa noadepXka OpueHTUpOBaHa Ha MNOArOTOBMEHHbIX CMNEeuuanvcToB.
KoHeuHble nonb3oBaTenu npoaykumm «PROXWAY» [OOMmKHbI CBSA3bIBATbCS CO
CBOMMW OunepamMu WnvM YycTaHOBLUMKaMK, nepeq Tem kak obpawatbcs B [K
«QJIUKC».

TexHudeckas MHopmauums goctynHa Ha cante CKY[: www.pw-plus.ru
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OnucaHue KoHTponnepa

KoHTponnep — ycTporcTBO, NpeaHasHavyeHHoe AN ynpaBneHus 4OCTYNOM B XUnble n
NPON3BOACTBEHHbIE NMOMELLEHMS, y4eTa BPEMEHN Npoxoda u cobblTuin. B HacTosilwee
BPEMSI CYLLECTBYIOT crnieayowme moamdmkauum koHtponnepos PW-400:

HaumeHoBaHue Ocob6eHHOCTH

PW-400 Tonbko nnata koHTponnepa PW-400.

PW-400 v.2 Tonbko nnarta koHTponnepa PW-400 v.2 ¢ nsmeHeHHom
anemeHTHol 6ason ans akcrnyartaumm ao -40°C.

PW-400 EU KoHTponnep PW-400 B MmeTannuyeckom kopnyce.

PW-400 EU v.2 KoHTponnep PW-400 EU v.2 B MmeTannnyeckom kopnyce

PW-400 AC KoHTponnep PW-400 B meTannuyeckom Kopnyce C
WCTOYHMKOM NuTaHnst u mectom ans pasmerieHms AKB .

KoHTponnep pabotaeT ¢ ABYMS CUMTbIBATENSAMM, NOAKMIOYAEMbIMU MO UHTEpPdency
Wiegand.

KoHTponnep PW-400 obpabatbiBaeT MHOpMaLMIO, MOCTYNAOLLYI0 CO CYATbIBATENS
(cunTbiBaTENEN), M C MNOMOLLLIO YeTblpex pefe OCyLEeCTBNSAeT KOMMyTauuo
MCMOSHUTENbHbIX YCTPONCTB (Hanpumep, 3amMKOB, CUPEHbI U T.4.).

Hannune BOCbMW [OMOMHUTENbHBIX BXOAOB C Pas3NMYHbIMKM BapuaHTamu KX
NporpamMmmMmnpoBaHNS MO3BONSET KPYrNOCYTOYHO KOHTPONMPOBATb BOCEMb OXPaHHbIX
30H (C KOHTPOMEM MO TOKY).

KoHTponnep moxeT pabotatb Kak aBTOHOMHO, Tak M B cocTaBe ceTu. [Ons
obbeanHennss B cetb  CKY[ cnyxuT wuHTepdpeiic Ethernet (npoBogHas
KOMMNbOTEPHas CeTb).

B koHTponnepe npeaycMoTpeHa hyHKLMSA NPOrpaMMUPOBaHMS CETEBLIX HACTPOEK U
06GHOBNEHMS €ero MUKponporpammel Yepes ctaHgapTHbin nopT USB (mini USB B).
lMWTaHne KOHTporepa ocyLLeCcTBNAETCS OT UCTOYHUKa 12B.

Kontponnep PW-400 wmeer pas3BuTble  annapaTtHble  BO3MOXHOCTM U
WHTENnekTyanbHble yHKUMM Ona  ynpaeBneHus OBYMS [OBEPsMM  C  OOHUM
cunTbiBaTENEM M KHOMKOW 3anpoca npoxoa (OABe OAHOCTOPOHHUX ABepu) unu
OOHOWM ABepblo C OBYMS CuUMTbIBaTENAMW (OBYCTOPOHHSSA ABepb). bonblwon obbem
3HEproHe3aBMCMMOW  NaMATM  MO3BOMSET  UCMONb30BaTb  KOHTponnep  And
opraHv3aumn ynpasneHns AOCTYNOM C KONMYECTBOM MOCTOSIHHBIX COTPYAHWKOB [0
31768 yenosek n ao 1000 noceTuTenemn (BpeMeHHble NAeHTUMONKaTopPbI).

TwarensHO  MpPoAyMaHHble  TEeXHUYECKME U KOHCTPYKTOPCKME  peLLeHus,
KOMMYHVKaUMs Mo KomnbtoTepHon cetn Ethernet, sHeproHesasucumass namsatb u
Yyachbl, 3almnTa KOMMYHWKALMOHHBLIX MOPTOB M MOPTOB CYUTbIBATENEW OT KOPOTKOro
3aMblKaHWsl, MepeHanpskeHnss U MEepenositocoBKM — Bce 3TO  MO3BonsieT
MCMONb30BaTb KOHTPONIEP Af1s MOCTPOEHUSA CaMbIX PasfNYHbIX CUCTEM KOHTPONS U
ynpasneHus 4OCTYMNOM.
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HasHa4yeHune npubopa

KoHTponnep PW-400 npegHasHadeH Ansi paboTbl B COCTaBe CUCTEM KOHTpOMs W
ynpasneHusa goctynom (CKY[) pasnuyHoro macwtaba ot CKY[ HebonbLworo oduca
0o npoxogHon kpynHoro npegnpuatus. B CKY[ koHTponnepbl 06beguHsoTcs no
KOMMbIOTEPHON CETU.

KoHTponnep no3sonsieT opraHu3oBaTb AOCTYN B [ABa pasHbiX NomeLlleHust nubo B
OOHO MOMELLEeHNe, HO C KOHTPOMeM, Kak Bxoda, Tak M BbIxoda, a Takke cuctemy
CUrHanM3aummn roMmeLLeHUA, CBSI3aHHbIX C AaHHbIMKM TOuYkamu npoxopa. B cryuvae
OOHOBPEMEHHOIo KOHTPOMsi BXOAa M Bblxoga M3 rMomelleHus obecnevmBaeTtcs
dyHkuma "Antipassback”.

XapakTepucTuku

[MnTaHme - BHELWHWI NCTOYHMK 12B:
=  Tok noTpebneHus OT UCToYHMKa 12 B (MpY OTKIIOYEHHbIX
Harpy3kax), He bonee 160 MA
=  AmnnuTyga nynbcauuii UCTOYHMKA MUTaHUSI MOCTOSIHHOIO
Toka, He 6onee 500 mB

BO3MOXHOCTb MOAKMIOYEHNUST BHELUHWX CYMTbIBaTENe GeCKOHTaKTHbIX
naeHTudmkaTopos, paboTatowmx B npotokone Wiegand 26, 37, 42.

Bocemb Bx0o4oB ANA NOAKMIOYEHWS LUEAdOB C KOHTPONEM Mo TOKY
(oKOHeuHbI pe3ncTop - 2 KOM)

[Oa pene (koHTakTbl NO, NC, COM)5 A @ 24 B
[ea pene (koHTakTbl NO, COM)1 A @ 24 B

OpauH nopt USB ana KoHdurypaumm ceTeBbiX HAcTpoek (ans CBsA3W C
cepeepom CKY[) wu oOHOBNEHWs ero MUKpoMmporpaMmmbl  4epes
ctaHgapTHein noptT USB (mini USB B).

KoHTponb BckpbITMSA Kopnyca npubopa (PW-400 EU, PW-400 EU v.2,
PW- 400 AC)
Mopt Ethernet 10BASE-T/100BASE-TX

MonHasa koHdurypauusa BbinonHsetca ¢ nomowbto MO CKY[L 4yepes
KOMMbIOTEPHYIO CETb

Yacbl peanbHOro BpeMeHu
DyHKkumsa «Antipassback»
OHeproHesaBucymas NnamsiTb:

WpeHTtndurkatopos 31768
CobbITuii 47000
Tarim-30H 250
HegenbHbIX pacnucaHui 250
Mpa3gHukoB 250
BpeMeHHbIX naeHTugrKkaTopoB 1000

Knumatnyeckoe ncnonHenne koHTponnepa PW-400 v.2 n PW-400 EU v.2 —
B AvanasoHe TemrnepaTyp oKpyKaroLero Boaayxa oT: - 400C fo +55°C

KoHTponnep obecneunBaeT paboTOCNOCOGHOCTL MNPV  OTHOCUTENbLHOW
BnaxkHocTn o 80 % 6e3 koHaeHcauuu Bnaru
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TepMUHBI

UpeHTucbmkatopbl
B cuctemax ynpaBneHus JOCTYNOM Kaxabl nonb3oBaTtefls MMeeT uaeHTudunkaTop ¢
YHUKanbHbIM  KOAOM. MaeHTudukaTopbl MOryT MMeETb BWA NNacTUKOBOW KapThbl,
6pernoka, MobuNbHOro naeHTudmKaTopa nap.

CuuTbiBaTenb
Ona  4yTeHMa  kodOB  MAEHTUMWUKATOPOB  MpPeAHa3HavyeHbl  cuMTbiBaTenNw,
nogknoyaemele k koHTponnepy CKYA.
CyllecTByeT  HECKONMbKO  PacnpoCTPaHEeHHbIX  TUMOB  WAEHTUMUKATOPOB U
cunTbiBaTENnen Ans Hux. [pyM NOAKMIOYEHUM K KOHTPOMMepy BaxHO, 4TOObI
COOTBETCTBOBAN TWUM WHTepdenca Mexagy cyuTbiBaTenem u KoHTponnepom. [ns
noakntoveHns K koHtponnepy PW-400 ncnonbsyetcsa nitepderic Wiegand.

PIN koo
Ecnn cuutbiBaTenn MMeOT  BCTPOEHHYK  KnaBuatypy, TO B  KadecTBe
naeHTudmKaTopa MOXET BbICTynaTb KO, BBOAMMBbIA C knaBumaTypbl. OBObIMHO 3TOT
ko4 HasbiBawT PIN  kogoM, OH MOXeET SBNATbCA  CaMOCTOSTENbHbLIM
MOEHTUMUKATOPOM WU  CAYXWUTb  OOMNOMHEHWeM K uaeTHudukaTopy B Buae
GecKoHTaKTHOM KapTbl unn Gpenoka, Torga
nocne npeabsaBneHus MaeHTUdUKaTopa cyMTbIBaTENbL "oXmaaeT" BBOAA
PIN koga.

OBepb
MecTo, Touka JocTyna, rae HenocpPeACTBEHHO OCYLLECTBISETCS KOHTPONb AocTyna

(Hanpumep, ABepb, TYPHUKET, kabuHa npoxoda, obopynoBaHHble HEOOXoaAMMbIMMK
cpencTeBamMu KOHTpOns).
Touka gocTtyna
Cwm.ABepb
Touka npoxopa
Touka npoxoga — 910 nornyeckan eguHuua CKY[, ynpaensiowias npoxogom yepes
OBepb B OOHOM HamnpasfieHMM K BKOYawLWwas B cebs cunTbiBaTerNb, KOHTpOnep
(M YacTb KOHTpoOMnepa), UCMONMHUTENbHBLIA MExaHW3M. Takum obpasoMm, TYPHUKET
C KOHTposiem npoxoga B 06e CTOPOHblI COCTaBNsieT ABE TOYKM Mpoxoda, a ABEPb CO
cuUuUTbIBaTENEM TONBbKO C OOHOW CTOPOHBbI — OAHY TOYKY npoxoda. [Bepb, cocTosias
13 OBYX TOYEK Npoxofa, Ha3blBaeTCs ABYCTOPOHHEN, a ABepb, COCTosWas U3 OgHou
TOYKM NPOXOAa — OAHOCTOPOHHEN.
KHonka 3anpoca Ha Bbixog
B cnyyae ogHOCTOPOHHEN ABepw Ans BbIXOA4A M3 NOMELLEHMS UCMOoNb3yeTCa KHOMKa,
NOAKITIOYEHHas K KOHTpOmnepy — KHOMka 3anpoca Ha Bbixod. OTKpbiTME aOBepu
ntobbIM ApYrMM cnocoboM: HaaTuem KHOMKW Ha 3NeKTpo3amKe, C MOMOLLbLIO Krtouva
1 T.4. — NPMBOANT K BO3HUKHOBEHWMIO cobbiTna B3JTOM OBEPW.
KHonka 3anpoca Ha BbIXO4 MOXET Takke WCnonb3oBaTbCA ANS AUCTAHUMOHHOMO
OTKpbIBaHWS ABEPU.
Hatuuk npoxoaa ([jBepHOM KOHTAKT)
MpaBunbHO cnpoekTupoBaHHas CKY[ [omkHa KOHTPONMpOBaTb COCTOSIHME TOYKM
npoxoda: MonoXeHue ABEpHOro MoroTHa, cTpensl wnarbayma, potopa TypHuKeTa 1
T.4. bnarogaps atomy CKY[ moxeT npegoTBpaliaTb CuTyauun, korga no ogHOMY
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naeHTUdMKaTopy NPOXOOAMT  HECKONbKO YenoBek, [ABepb nocrne npoxoga
nonb3oBaTens ocranacb, OTKpbITa U T.4.
Ona aTux uenew kK BXxogy KOHTponsepa NogknioyYaeTcss MarHUTHBIN AAaTYMK 3aKpbITUSE
OBEpu, [OaTyuKk [MOJNIOKEHUsT pOTOpa TYPHUKETa, [aTyvK MOSIOKEHUS CTpenbl
wnarbayma. Bxoa, kK KOTOpOMY MOAKMOYAOTCA 3TWM AaTUMKW, HasbiBaeTCH BXOA ANS
AaTtyuka npoxoaa (MM ABEPHOro KOHTaKTa).

AntiPassBack
[na npepoTtBpalleHns cuTyauuu, Koraa oguH nonb3oBarterb, NPovas Yepes ABepb,
ynpaensemyto CKY[, B OOHOM HanpaBneHuu, nepegaer CBOWM WAEHTUUKATOP
Opyromy, B KOHTponfepe npegycmoTtpeHa dyHkuma «Antipassback». Ecnn aTta
YHKUMSA BKMOYEHA, TO KOHTPOMMEep OTCREeXMBaeT MOoXeHne naeHtudukaTopa —
BHYTpu/CHapyxu. [Npu nonbiTke MNOBTOPHOrO Npoxoda B OAHOM HamnpasreHun
koHTponnep CKY[] oTka3biBaeT B 4OCTYyne 1 reHepupyeT coobuieHue: «B OJOCTYIE
OTKA3AHO, ANTIPASSBACK.» BkniounTb  dyHKUMO « antipassback»  mMoxHO,
TONbKO €Cnu KOHTpOmnep ynpasnseT ABYCTOPOHHEW ABEpbHO.

nob6anbHbin AntiPassBack
OTcnexuBaHve nepemeLleHns wnaeHTudukaTopa 4Yepes BCe MOAKOHTPOMbHbIE
asepu. Mpu rnobanbHoMm «antipassback» BbINONHAETCS pasfeneHve obbekTa Ha
30HblI [0OCTyna, Mpoxod B KOTOpble BO3MOXEH 4epe3 Heckonbko aAsepew. [pu
nonbITkax  MOBTOPHOrO  MNPOX0A4a,  HEeCAHKUMOHUPOBAHHOTO  WUCMOMb30BaHMWS
naeHTudmkaTopa B AaHHbIX 30Hax koHTponnepbl CKY[l oTkasbiBaloT B OOCTyne u
reHepupyloT  cooblierne: «TIOBAJNbHbIA  ANTIPASSBACK: B [OOCTYNE
OTKASAHO».

WHtepBan "Bpems npoxoaa”
Mpn HapylueHWM OBEPHOro KOHTaKTa, COOTBETCTBYIOLLEE TOYKa Npoxoda nepexoauT
B pexum "Tpesora" (cm. Pexum "Tpesora" Hwxe). TpeBora He BKIHOYAETCSH, €Crun
KOHTaKT HapylleH BO Bpems MHTepBana "Bpems npoxoa“. VIHTepBan HadvHaeTcs,
Korga KOHTpomnmnep paspeluaeT npoxof nonb3oBaTtento. [OnuTenbHOCTb MHTepBana
3ajaeTcs npu nporpaMMuMpoBaHuK. Tawke BpemMs npoxoda 3akaH4MBaeTcs npu
HapyLleHUn 1 NocneayoLeM BOCCTAaHOBMEHUN ABEPHOIO KOHTaKTa.

MonbiTka noa6opa naeHTUukaTopa
B koHTponnepe npegycMoTpeHa (yHKUMS, BKOYAOLWAS PEXUM TPEBOrK, €ecrnn
Heckonbko pa3 noapsia Obin NpeabsBreH He 3aperucTpUpPoOBaHHbIN B CUCTEME
naeHTudmrkaTop. MpeabsBnexHve 3aperncTpmpoBaHHOro naeHTudmkaTopa
cbpacblBaeT CYETUMK KOnu4yecTBa MOMbITOK nogbopa waeHTudukaTopa. [lpu
NporpaMMMpoBaHUM  KOHTpOSSiepa MOXHO BKMHOUMTL 3Ty QYHKUMIO W 3agaTtb
KONMMYeCTBO NpeabABNEHUN.

Pacnucanus
[Mpn HacTponke npaB 4OCTyna nonb3oBaTernen ykasbiBalTCA MHTEpBarnbl BPEMEHN U
AaTbl, N0 KOTOPbIM paspeLlaeTcsi Npoxog.
B koHTponnepe MoxeT XpaHuTbCa A0 250 BpeMeHHbIX WHTepBanoB, W3 3TUX
BPEMEHHbIX UHTEPBAIIOB MOXHO COCTaBuTb A0 250 HeaenbHbIX pacnumcaHui.
Kpome TOro, cylecTByioT npas3aHnyHble AHKW, BCTpevatolmecs pas B rogy, Takux aar
B KOHTpOSINepe MoXeT ObITb 3agaHo Ao 250.




Tanm30HbI (BpeMeHHble NHTepBarnbl)

TarmM3oHa ABNAETCA COCTaBHOW YacTbl pacnucaHvsi, U CRYyXUT [ns opraHu3auuu
BPEMEHHbIX MHTEPBANoB W CBA3bIBAHUS UX C npaBamu AocTyna. CnyxaTt Ans npoBepku
npae p[octyna W aBTOpuU3auun nonb3oBaTtend, ANnA BbINONMHEHUA AOpyrux beHKLWIVI,
OCHOBAaHHbIX Ha pacnucaHusix.
3arpyska
[Mocne nporpamMMupoBaHWsi BXOAOB, BbIXO4OB, MpaB AOCTyna Ans BragenbueB
MOEHTUMMKATOPOB 1 [pyrMX napaMeTpoB KOHTponsepa, HeoGXoAMMO  BbINOSHUTL
3arpy3ky koHTponnepa. [lpu 3arpy3ke [aHHble O HacTpoWKax nonagalT w3
KOMMbIOTEPA B KOHTPOIEP.



OnucaHune u pa6oTa

YcTporicTBO KOHTponnepa cepuu PW- 400

KoHmponnep PW-400 EU v.2

Koxmpornnep PW-400 AC

Puc. 1. BHewHun Bua koHTponnepa cepum PW- 400



Pracily

PacnonoxeHne Ha nnaTte KOHTpoOnnepa nepemMmblvek (p,)KaMI'IepOB), KHOMOK N Cbe€MHbIX KOJ10[40K
C pa3'béMaMVI N X Ha3Ha4yeHune nokasaHo Ha puc. 2.
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A+ B- GND
Tvp  IBEBIOeXYPHbIA pexvm
FACT OO Kopnyc npubopa sakpeiT (koHTakTel TMP 3akpbITHl)
TMP D Pexum koHdburypaumu:
1.H X 6
MoAKNKHEHNE CHUTLIBATENEN FACT “2 I'Ig B‘;:'&“?;z: n:OT Zlglﬁi TS P TR
g; Evan 2080 TMP 8 PexuMm 3ameHbl MUKDONPOrpaMMBbl:
GN ﬁbm CaeTonn FACT 1. OTkpeiTe kopnyc npubopa (HapywwTe TMP)
BD m—ﬂ_%—“ A caetonvon 2. 06eCTO4MTL YCTPOACTBO
D1 DATA1 3. NopaTtb NuTaHne
DO DATAQ 4. Moakniowntea no USB (poctyn paspelet B
GND _| - naTanus cynTeisatens Teuerun 10 cekyra
+12V_| + nurauna cunTeiBaTens TMP @) CEpoc k 3aBOACKMM YCTAHOBKAM:

FACT I 1. OmkpeiT Kopnyc npuBopa (Hapywmts TMP)
2. OBeCTOUMTS YCTPOICTBO
3, YeTaHouT nepemeluky FACT
3. Mopats NuTauwe
4. MopnoxnaTte B Teserue 40-50 cexkyHa. (Mnu, ecnu
NOQKNKIHEHD! CHMTBIBATENM, QOKOETECA B
KOPOTKMX 3BYKOBBIX CWI'HEHOB)

10



Frachley

Ha3HaueHue KOHTaKTOB KOHTponsepa

KoHnmakm Hasearue HasHnauyeHue
Z1 Z1
Z2 Z2
Z3 Z3
Z4 Z4
75 75 KOHTaKTquﬁl,;:ﬁl('li())oﬂBKﬂ}OHeHMﬂ
Z6 Z6
zZ7 z7
Z8 Z8
GND GND
NC1 HOpManbHO
3aMKHYTbIN
NO1 HOpPMasribHO KoHTakTbl pene 1
Pa3OMKHYTbIN
C1 O6wwun
NC2 HOpManbHO
3aMKHYTbIN
NO2 HOpManbHO KoHTakTbl pene 2
Pa3oOMKHYTbIN
Cc2 O6wun
NO3 HOpPMasrbHO
Pa3OMKHYTbIN KoHTakTbl pene 3
C3 O6wun
NO4 HOpManbHO
Pa3oMKHYTbIN KoHTakTbl pene 4
C4 obwmn
1BZ Oy3ep
1GN 3eneHbIn
cBeToavon
1RD KpacHbIN MopkntoyeHre BEIHOCHOTO
cBeToauon cuutbiBatens 1
1D1 Data 1 (Touka npoxoga A)
1D0 Data 0
+12V MutaHue
GND GND
2BZ oy3ep
2GN 3eneHbIn
csetoauon
2RD KpacHbIn MoaknoyeHne BbIHOCHOTO
cBeToamop, cunTbiBaTens 2
2D1 Data 1 (Touka npoxoaa B)
2D0 Data 0
+12V MuTtaHue
GND GND
A+ RS-485 A+ TMopm RS485, ons 6ydywezo
B- RS-485 B- ucronb308aHusi
GND RS-485 GND
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E+ MogkntoueHne BHELLHEro
GND MCTOYHMKA NUTaHNSA
ACG AKKYyMynaTop B
Hopme CwrHanbl OT UCTOYHUKA NUTaHUS
PWG Cetb 220B B
HOpMe
TMP Tamnep [atynk BCKpbITMSA KOpryca
Paszbem USB
USB Mini B USB pasbem Wcnonb3yeTcs Ans HavanbHowm
KOHpMrypauum ceTeBbIX HACTPOeK U
0BHOBMNEHMSA MUKpONpPOrpaMmbl

MepeMbiykn
CepBuCHbIe
e  TMP — Tamnep (gaT4mK BCKpbITUSI KOpryca)
. FACT - cbpoc B 3aBOACKME YCTAHOBKU
KHonku

. BUT1 - kHOMKa 3anpoca npoxoAa Ans To4ku npoxoaa A
. BUT2 - kHOMKa 3anpoca npoxoAa Anis To4ku npoxoda B

CBeTO3BYKOBasi UHANKaLMSA KOHTponnepa
YKenTtein ceetogunog - LED:

®  QJexypHbll pexum (nepuoduyecKoe Mu2aHue):
o 1 KOpPOTKMM MMMYNbLC pa3 B CeKyHAY — CBs3b C CEPBEPOM
CKY[] B HOpMmE;
0 2 KOpPOTKMX MMNyrnbca pa3 B CeKyHAY — CB3b C CEPBEPOM
CKY[ otcytctByeT

®  yacmoe Mu2aHue — NPOVCXOAWT 3arpy3ka AaHHbIX C cepBepa

®  pexum 3azpy3yuKa:

o cBeToAMOA BKMIOYEH B TeyeHue 5 cCeKyHA - [eTekTupoBaHue
BCKPbITUSI Kopnyca (HapyweHne TMP), BXoa B pexum 3arpysyvka

o YacToe MMUraHue — OXugaHue B pexume 3arpysuvka (ogeTa
nepemblidka FACT), Tarkke Takas MHAMKAUMS yCTaHaBnMBaeTca npu
HeyaayHoW MonbITKe 0GHOBMNEHNS MUKPONPOrpaMmbl

o 6 KOpPOTKMX 3BYKOBbIX CMUrHamoB - YCrelwHas 3arpyska
MWKpOMNporpaMmel

O 2 KOPOTKUX 3BYKOBbIX CUTrHana — BbIXOA, 13 pexvma 3arpysunka

® 6 KOPOTKMX 3BYKOBLIX CUrHanoB_ (Mpu BCKPLITOM KOpryce (HapylleHHOM
TMP) 1 3akopoueHHol nepembivke FACT) — npousBegeH cbpoc B 3aBoackune
YCTaHOBKM

Ceetoamop Link:

®  cBeTuTcs - Ethernet kabenb ncnpaseH
Csetoanon Act.:

° yacTtoe MuraHme — NpoucxoamT obMeH AaHHbIMK

CBeTO3BYKOBasi MHAMKALMSA cUUTbIBaTeNen KoHTponnepa

MHoukaumsa  pexumoB  [OCTyna  BbIMOMHAETCS € MOMOLBK  CuYUTbIBaTenen
KOHTponnepa. [ns  KaXmoro  KOHTponnepa  MoxeT  OblTb  BbIMOSIHEHA
UHOMBUAYyanbHas HacTpoWka MHOMKauuMM K3 nporpammHoro obecnevenns CKY[.
HacTpoiikn npeacTaBneHsl B Buae tabnuubl ¢ KOMOUHaLMSMM 3BYKOBOW U CBETOBOW
MHOUKaUnn.
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3HaveHnss HaMKauum no yMon4yaHuro

Pexum

MHOukayus cyumbsieamenel

[exypHbIA pexum

Bes 3Byka, MuraHue kpacHbIM 1 pa3 B cekyHay

KoHTponb PIN-koga BkntoYyeH

bes 3Byka, MUraHvne KpacHbli-3eneHbln 1 pas B cekyHay

CBoboaHbIVi Npoxog

bes 3Byka, MUraHve 3eneHbli-Xentbinn 1 pas B cekyHay

Bnoknposka Be3 3Byka, MUraHune KpacHbIi-kenTbivi 1 pa3 B cekyHay
TpeBora Bes 3Byka, KpacHbIN HeENpepbIBHO

Peructpauus Bes 3Byka, MuraHve 3eneHbivi 1 pas B CekyHay
NHnumanunsaums Be3 3Byka, 6€3 CBETOBOW UHAMKALIMM

3arpyska Bes 3ByKka, KpacHbIN HeNpepbIBHO

OxupaHne Beoaa PIN-koaa

bes 3Byka, Muranve xentbin 1 pas B cekyHay

[ocTyn paspelueH

be3 3Byka, 3eneHbIn HenpepbiBHO

[ocTyn 3anpeLieH

3BYK HenpepbIBHO, KPacHbIN HeNpepbIBHO

Pa6oTa KOHTponnepa

KoHTponnepbl MOCTaBMStOTCH B HE3ArpyXeHHOM  COCTOSIHUWM, B 3aBOACKMX
HacTpolikax. B 3ToM cOCTOSIHUM XenTbli CBETOAMOA Ha KOHTponnepe muraet 1 pa3 B
cekyHay. Onsi paboTtbl koHTponnepa B CKY[L HeobxoauMmMo 3arpy3nTb B HEro

ceTeBble HAaCTPOVKM € NomoLlbto nporpammel "KoHdurypatop”.

BHumaHue! HacTtosiTenbHO pekomMeHOyeM YCTaHOBWUTb Ha
KOHTpOSfepa pe3ncTopsbl (M3 KOMMNIIEKTA).

BCE BXOAbl

Mocne 3arpy3kM HacCTPOEK B KOHTPOMMEP, U NpWU YCrOBUM HE HapYLUEHHbIX BXOAOB,
KOHTpOMMep nepexoanT B pexum "dexypHbin'.
C6poc KOHTponnepa B He3arpy>KeHHoe COCTOsiHUE NMPOU3BOAMTCS TOMbKO KOMaHZow
C KOMMbIOTEPA, CM. MHCTPYKLMIO MO NPOrpaMMUPOBaHUI0.
KoHTponnep MoxeT ynpaBnsiTb ABYMS HE3aBUCHMMbIMW TOYkamu npoxopa. Toyka

npoxoAa MOXeT HaXOAMTbCH B YeTblpex pexnmax: "[exypHbl

n", pexum "TpeBora",

pexum "BnokupoBka" n "CBo6oaHbi npoxon"'. Cambil BbICOKMA NPUOPUTET Y
pexvma "CBOOGOAHLIN npoxoA', Tak Kak 3TOT pPexXum BKIYaeTcsa B Cryyae
noxapa, 3aTem nayT pexvmbl "BrnokupoBka", "TpeBora" v "dexypHbin".

"[eXXypPHbIN" pexum

JeXypHbIA PexXuM — 3TO OCHOBHOM pexum paGoTbl KOHTponnepa. B aTtom pexume
KOHTpONMep npeaocTaensieT WAM  OTkasbliBaeT B JOCTyne  Bnagenbuam

MAEHTUUKATOPOB.

lMpoxo0d npu npedbsiesieHUU uGeHmugukamopa

Ona npoxoga 4Yepe3 [fABepb Monb3oBaTeNb  MNOOHOCUT  BECKOHTaKTHbIN
naeHTudmkaTtop K cuutbiBaTento. Ecnv mngeHtTudukatop 3apeructpupoBaH 1 B
AaHHOe BpeMs NPoxXo4 paspelleH, TO ABepb OTKPbIBAeTCs (KOHTPOMnep akTuBmMpyeT
MNCNOMNHUTENBbHBIN MEXAHU3M).

IMpoxo0d npu npedbsieneHuu udeHmugukamopa u PIN koda

Mocne npegbsiBNeHMs  3aperMcTpUpoBaHHOrO  MAeHTUdmKaTtopa  KOHTposnnep
npoeepsieT, Tpebyetca nu Beog PIN koga n, ecrnu TpebyeTcs, TO BkoyaeTcs
oxnganve Beoda PIN kopa. MNocne BBoga npasunbHoro PIN koga oTkpbiBaeTcs
TOYKY NpoxoAa (aKTMBUPYETCH UCMOSTHUTENbHbIAN MeXaHn3Mm).
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lpoxod no kHomnke 3anpoca npoxoda (GucmaHyUOHHO20 OMKpbIMusi deepu)

Bbixoq 13 nomelleHMss C OOHOCTOPOHHEN TOYKOW MpoXoda WnM  Nponyck
noceTuTenen NPOUCXoaMT C UCMONb3OBaHMEM KHOMKM 3ampoca npoxoda. Haxatve u
OTMNycKaHWe KHOMKW 3anpoca Npoxofa OTKPblIBAeT TOYKYy MNpoxopa (akTueMpyeTcs
UCMOMHUTENbHBIA MEXaHW3M).

Omka3 e docmyne npu npedbsiesieHUU uéeHmudghukamopa

Bnapenbuy wnaeHTudukatopa MOXeT OblTb OTKasaHO B AOCTyne MO Creaylouwinm
npuynHam:

®  KOHTPOIEpP HaXOAUTCS B HE3Arpy>KEHHOM COCTOSHUM

®  NAeHTUUKATOP HEe 3aperncTpmMpoBaH B KOHTponnepe

®  CpOK OEeNCTBUA naeHTMdUuKaTopa uctek

® B JaHHOe BpeMs W/unu AeHb Hedenu AOoCTyn 3anpeLueH

®  [OonbiTKa NOBTOPHOrO NpoxoAa npu BKNoYeHHoW doyHKuum "Antipassback”
[ ]

npeabsaBneH MAeHTUAUKATOP, 3aperMCTpUPOBaHHbIA KaK YTEPSHHBLIA Unn
3a6110KMPOBaHHbIN

KOHTpOnnep HaxoauTcs B pexume "Tpesora"

KOHTpoOnnep Haxoautcs B pexume "bnoknposka”,

®  CpOK Hayana gencTBMA BPEMEHHOro ngeHTudmkaTopa ewe He HacTynun,
° ucyepnaH CcYeTYMK MPOXOAOB AN BPEMEHHOro uaeHTudmkaTopa

(npeHTndukaTop NnoceTmTens).

Pexum

Pexum

"TpeBora"

Touka npoxoga nepexoout B pexum "TpeBora" npu HeECaHKUMOHWPOBAHHOM
npoxoae (B3NoM npoxoda), BCKPbITUM KOpMyca KOHTponfepa, npeabsBrieHun
naeHTudmKaTopa, 3anMcaHHOro Kak YTepsiHHbIA, B Criydae ecnv [ABepb OTKpbITa
CMULLIKOM Jonro (MpeBbIlLEHO BPEMS OTKPLITOrO COCTOSHUA ABEpU) W, ecnu
BKIIIOYEHA COOTBETCTBYIOLLAA PYHKUMSA, B Cryqae nogbopa naeHTudukaropa.

B pexume "TpeBora" KOHTpOmnnep akTMBUPYET BbIXOAbl, Ha3HAYEHHble Kak
TPEBOIA n CUPEHA. TpeBOXHbI BbIXO4 OCTaeTCA aKTMBMPOBaHHbIM 0
BblKMoYeHus1 pexuma "TpeBora", a gns Bbixoda, HasHayeHHoro kak CUIPEHA,
nporpaMMmpyeTcs Bpems 3By4aHuUs CUPEHbI.

Ecnn Touka npoxoga HaxoguTcs B pexume "TpeBora', To npoxon 4epes Hero
3abnokvpoBaH. [1Bepb MOXET ObITb OTKpbITa HAXATMEM KHOMKM 3anpoca Ha BbIXOA.
Bbikntounte  pexum  "TpeBora" MOXHO npeabsBneHneM  uaeHTudukartopa,
umetoLero npuaHak "CHaTue TpeBorn" nnv no KOMaHge ¢ KoMmnoloTepa.

"CBo6oAHbIN npoxon"

Mpn akcnnyataumm CKY[ 6biBalOT cuTyauuu, Korga HEoOXoaMMO OTKPbITb ABEpU
Anst cBobogHOro Npoxoaa Noaew, HanpuMep B Crydae noxapa, 3eMneTpsCeHns unm
OpYyron akcTpemarnbHOM cuTyaumu. [ins aToro crnyyas B KOHTpornepe npefycMoTpeH
pexum "CBo6oAHbLIN Npoxon".
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Touyka npoxoga nepexoguT B pexum "CBobGogHbLIM npoxod” Mo KoMaHae
ornepatopa C KOMMblOTEPA WMAM HapylweHneMm Lnenda, HasHa4YeHHOro Kak
CBOBOOHbI MPOXOA. Touka npoxoga ocTtaeTcs B pexume "CBOGOAHLIN
npoxog" A0 Tex Mop, foka HapyweH wneiid CBOBOOHLIA MPOXOO (ecru
wnend HapyLleH, OTMEHWUTb COCTOsiHWE CBOBOOHbI MPOXOO no komaHze
oneparopa Hemnb3s).

KoHTponnep nos3eonsieT HacTpouTb wWreid Ha yHkumio CBOBOOHbLIV
MPOXOM onsa Toukn npoxoaa A, B unn ana asyx tovek smecte (A+B).

B TeueHue Bcero BpemeHM, Moka Touka Npoxoda HaxoaUTCs B pexumMe
"CB0o60AHbIM NpoxoA", 3aMOK YAEPXUBAETCA B OTKPbITOM COCTOSIHMM, KOHTpOMnep
perucTpupyeT npeabsiBeHne MaeHTUUKaToOpoB, BBOA KOAOB M COXPaHSIET MO HUM
B KypHan cobbiTve «[ocTyn npedocTaBneH», HEe3aBUCUMO OT  COCTOSIHUSA
antipassback, pacnucaHna wn T.0. 3OTO Mcnomb3yeTcs  ONA  KOHTpoOns
HanM4ymsl nepcoHana B NOMELLEHMSAX B CrydYae 3KCTPEMarbHON cuTyaumm.

Ons obecneyeHuns pexvma cBo6OOHOrO NMPoxoda Npu UCMoNb30BaHUM 3anvparoLLmx
YCTPOWCTB C MEXaHU4YeckMM nepeB3BOAOM 0653aTeflbHO HYXHO KOHTpONMpoBaTb
cocTosiHMe ABepu. 3anupalolye YCTPOWUCTBA C  MeXaHMYeckMM NepeB3BOAOM
OTMMPAKTCA MMMNYSIbCOM TOKa U OCTAlTCs B OTNEPTOM COCTOSIHUM, MOKa ABEPb He
OyoeT OTKpbITa, B MOMEHT 3aKpbITUS ABEPU 3anupaiollee yCTPOWCTBO NepexoanT B
3akpbiToe cocTosiHne. KoHTponnep B pexume "CBo6oAHbIN npoxoa” nposepsieT
COCTOSIHME ABEPHOr0 KOHTaKTa WM MoCcfe KaXAoro 3akpbiTusi ABepu onsiTb nogaet
OTNMPAKLLNIA UMMYIBC Ha 3aMOK.

Mpu pabote KoHTponnepa 6e3 ABEPHOro KOHTakTa (repkoHa) MCronb3oBaHue
TMNa BblXo4a  «UMNYMbCHbIA» AN OTNMPaHWsl  3aMka  KpaliHe  He
pekoMmeHgoBaHo. Pexvm "CBOGOAHLIN NpoxoA” B JaHHOM cryyae He byner
paboTaTb KOpPpPeKTHO — oTnepeTb ABepu 6e3 nopgHeceHws uwpaeHTudukaTopa
HEBO3MOXHO.

Pexum

"BnokupoBka"

Mpn BO3HMKHOBEHUWM cuTyaummn, Tpebytowen 3abrnokvpoBaTb ABepu AN Bcex
nonb3oBaTenen CUCTEMbI, B KOHTpOMnepe BkyaeTcs pexum "bnokupoBka". Ecnv
TOYyka Mpoxoda HaxoauTcs B pexuvme "BnokupoBka", TO npoxoa 4Yepes Hero
paspeluaeTcs TONbKO BragenbLam WAEHTUUKATOPOB C npu3HakoMm "Crnyx6a
6e3onacHocTU". [IBepb He MOXeT ObITb OTKpbITa HaaTWMEM KHOMKWM 3anpoca Ha
BbIXOA.

Touka npoxoga nepexoant B pexum "BnokupoBka' no komaHae onepatopa C
KOMMNblOTEPA WMW HapyleHveM Lwnenda, HazHadyeHHoro kak BJIOKMPOBKA. Touka
npoxoga octaetcsa B pexume "BnokupoBka" 0O Tex Nop, Moka HapylieH wnend
BJIOKMPOBKA (ecnn wnend HapyweH, otMeHutb coctosiHne BJIOKMPOBKA no
KOMaHge oneparopa Henb3s).

KoHTponnep nossonsietr HacTpouTb wnend Ha dyHkumio BITIOKMPOBKA gns
TOuKM nNpoxoga A, ans To4ku npoxoda B, unu ansa asyx Touek BMecTe (A+B).
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CBowcTBa ugeHTUdnKaTopoB

Kod (anekmpoHHbIl k03 uGeHmudghukamopa)

Kaxabln naeHTugmkaTtop umeeT CBOW YHUKalbHbIM KoL, KOTOPbIA 3adaeTcsd BO
BpeMs ee usrotosrneHms. Coctout n3 10 wecTHaguaTepuyHblx Lmudp.

PIN-k00

[ononHnTenbHbIA koA, HasHaYeHHbIN naeHTugukaTopy. [JomkeH coctoaTb He Bonee
YeM U3 WeCcTU [ecATUYHbIX uudp. MoxeT ucnonb3oBaTbCs COBMECTHO CO
CYMTBIBATENAMMU, KOTOPbIE MMEIOT BCTPOEHHYIO KnasuaTtypy.

[Mocne nogHeceHus naeHTuduKkaTopa K CYMTbIBATENO, HA BCTPOEHHOW KnaBuaTtype
cuutbiBaTens Heobxogumo BBecTM PIN-kog u HaxaTb KHOMKY «#». Ecnv BBegeH
BepHbin PIN-koa, TO KOHTponnep OTONpeT ABepb WM npegocTtasBuT Jdoctyn. B
NMPOTMBHOM Cllyyae KOHTPOSNfep BblAAcT Npedynpexgalolnin curHan, B XKypHane
OyneT 3apeructpupoBaHo cobbiTne «HeepHbin PIN-kog», a OBepb ocTaHetcs
3anepTon.

Cpok delicmeusi

[aTa ncrevyeHus cpoka 4encTBuda naeHTudukatopa.

CHsimue mpeeozau

Mpwn noaHeceHun Takoro wuaeHTudumkaTopa K cyMTbIBATENIO asepu,
HaxogsLencs B TPEBOXHOM COCTOSIHAW, KOHTPOINEep Ppeructpupyet cobbiTue
«3aBepLueHne coctosiHnua TPEBOIMA» u nepeBoauT ABepb B AEXYPHOE COCTOSHME.
Ecnu xe K cuuTbiBaTENtO NOAHECTU MAEHTUMUKATOP, HE MMeloLWero npasa CHATUSA
TpeBOru, TO ABEePb OCTAaHETCH B TOM >X€ COCTOSIHWM, a B XXypHarne peructpupyetcs
cobbiTne «lMpoxoga 3anpelueH. CoctosiHue TPEBOIAx.

Cnyx6a 6e3onacHocmu

viP

MpaBo npoxoaa Yepes 3a6nokMpoBaHHbIE ABEPU.

Ecnn OBepb HaxoauTcs B COCTOsiHAM «BrnokvpoBka», To nogHeceHue OObIMHOTO
naeHTudmkaTopa npuBOAUT K peructpaumu cobbitus  «lpoxoa — 3anpeLleH.
CocrtoaHne BINOKUMPOBKA». [Mpu nogHeceHun waeHTudpmkatopa c aTpnbyTom
«Cnyxba 6Ge3onacHOCTM» KOHTpOMnep npeaocTaBUT OOCTyn W 3apernctpupyet
cobbiTe «lMpoxop paspelweH.CocTosiHne BITOKMPOBKAY.

lMpaBo npoxopga Bcerga WM Besfde, KPpOMe crfyyas, Korda [OBEpb HaxoauTcs B
COCTOSIHWUM BITOKMPOBKM.

MpeHTndmkaTopy € 3TUM NpU3HAKOM MOXeT ObiTb HaszHadyeHo noboe pacnucaHue,
Ha Hero He pacnpocTpaHsaeTca Antipassback n orpaHuuenve cpoka genicteusi. OH
MOXET UMETb MNMUHKOA.

Ecnn pgBepb Haxogutcs B cocTosiHUM «BrokvpoBkay, TO naeHTUdukaTopy ¢ aTum

NpU3HaKOM KOHTPOINep He NpefocTaBnsieT A4OCTYn.
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Antipassback oTkntouyeH

MpaBo npoxoga be3 yyeTa pexmma antipassback. [ocTtyn Takomy
naeHTudmrkatopy OyoeT npepocTaBneH He3aBMCMMO OT HanpaeneHus
npeabiaywero npoxoda, HO C Y4Y4eTOM Ha3Ha4YeHHOro pacnucaHus u  Apyrux
NPU3HAKOB, Ha3HAYEHHbIX MAEHTUUKATOPY.

BapuaHTbl 1CNONbL30BaHUA U PEXUMbI paﬁOTbI BbIXo4oB

Bce Bbixogbl  KOHTponnepa MoOryT ObiTb B NPOWM3BOMBHOM  MNOpsiAKe
3anporpaMmmMmnpoBaHbl Ha HECKONbKO BapuaHTOB MCMONb30BaHWSA: 3aMOK, CUpPeHa,
TpeBora, nporpaMmupyembin Bbixod. Kpome TOoro pans kaxgoro Bbixoda
nporpaMMupyeTcs pexumMm paboTbl: CTapT-CTON (BbIXO4 OCTAeTCH aKTUBMPOBaHHBLIM
noka NpUCYTCTBYET COOTBETCTBYKOLLAs KOMaH4a, HampyuMep B TeYeHMe  BCEro
BPEMEHM MOKa KOHTposnep Haxogutca B pexume “TpeBora’),

MMMYNbCHbIN  (BbIXO4  aKTMBMPYeTCSi Ha  3anporpaMMMpPOBAaHHOE  BpeMms),
TPUrrepHbIn (N0 nNepBoMy COObITUIO BbIXOA4 aKTUBMPYeTCH MO CcrneayroLlemy
BbIKIOYAETCA U T.4.), HeNpPepbIBHbLIN.

Pa6oTa KOMMyHUKaTopa
KoHTponnep ProxWay PW-400 paboTaeT B aBTOMaTu4eckoM pexume. Mocne
3arpysku JaHHbIX C cepBepa BbIMOMHsAeTcs oTpaboTka npaBun gocTyna Ans
npeabaBNseMbIX NAEHTU(UKATOPOB 1 M3BELLEHUS O COOLITUAX AOoCTyna
OTNPaBnsATCSA Ha cepBep. KOMMyHMKaTOp KOHTponnepa pabGoTaeT B pexume
HoTUcbMKaLMKM, TO eCcTb Mpu HanMuMmn cobbiTus (NPOXoa, HapyLLUEHNE 30HbI)
WHMLUMUpYyeTCs nepefadva AaHHbix Ha cepsep CKY[.
KoHtponnep ProxWay PW-400 moxeT OblTb MOAKMOYEH K KOMMbIOTEPHON CEeTU
nm6o ¢

nomollbio nposogHoro coeguHenns (Ethernet). MNpu aTom obecneudnBaeTcs kak
pabota BHyTpU NOKanbHOM ceTu npeanpuatusa (cMm. puc 3), Tak U 4Yepe3 ceTb
WHTepHeT (CM. puc. 4), 4TO NO3BONSET CTPOUTL pacnpenerieHHble CUCTEMbl AOCTYyna

ntoboro macwTaba.
*ﬁnm«
$

PwW-400 PwW-400 PW-400 Cepeep CKYQ

Puc 3. MNMpumep nokanbHoM cetu
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Cepeep CK¥YQ

WHTEPHET

Puc 4. MNpumep pacnpeneneHHon cetn

@unwan 4

PW-400

PW-400
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Mpn nocTtpoeHun oO6LWEen ceTu LeHTpanbHoro odwuca u dunmanos ans
OONOMHUTENBbHON 3almnTbl pekomeHgyeTcs ucnonb3osate VPN TexHonoruw, a
ans  obecneyeHus pes3epBUpPOBaHWS KaHanoB CBA3WM - poOyTepbl C OBYMSI
pa3HOpOAHbIMU KaHanamu goctyna B IHTepHer.

Anzopumm pabomsi éHympu s1iokasbHolU cemu

5.
6.

7.

Mocne BkntoYeHUst KOHTpOMNepa, BbINOMHSAETCS NPOBEpPKA, BKIOYEH U
pexum DHCP (IP agpec npubopa 0.0.0.0), wnu npubop nony4nn
crtatunyeckun IP agpec;

Ecnm BknoyeH pexum DHCP, 6yget 3anyweHa npoueaypa
OVHamun4deckoro HasHadeHus |IP agpeca;

Mepvognyeckoe  o6HoBneHne cratyca |IP  agpeca  (npoaneHue
3apesepBupoBaHHoro IP, ecnu BkntoyeH pexvum DHCP);

Onpegenenne pgoctynHoctu cepepa CKY[ u koHTponnepa PW A

(no IP unn DNS umeHn);

Mepuopnyeckasi oTnpaBka TECTOBbIX CUrHasOB;

OTnpaBka n3BeLLeHnn 0 cobbITUSX JOCTYNa;

OxunpaHue KoMaHp;

Aneopumm pabomsi 4epe3 cemb UIHMepHem (rnokanbHasi MpoeodHasi cems)

1.

© N

Mocne BKMOYEHWUA KOHTPONSEpPa, BLbIMOMHAETCS MPOBEPKA, BKIOYEH I
pexum DHCP (IP agpec npubopa 0.0.0.0), wnm npubop nonyumn
ctatnyeckun IP agpec;

Ecnn  BknoyeH pexum  DHCP, OygeT  3anyweHa npouenypa
AvHaMmyecKkoro HasHaveHus IP agpeca;

Mepuognyeckoe o6HoBnewve cratyca [P agpeca (npoanexue
3apesepBupoBaHHoro IP, ecnu BkntoyeH pexum DHCP);

OnpegeneHne BO3MOXHOCTU Bbixoga B MWHTepHeT (goctynHocTb |IP
apecoB MapLLpyTM3aToOpOB);

Onpepenenne pgoctynHoctu cepsepa CKY[ u koHTponnepa PW-IC A
(no IP unn DNS umeHwn);

[Meproanyeckas oTnpaska TECTOBbLIX CUrHAmMOB;

OTnpaBka M3BELLEHWI 0 COObITUSIX 4OCTYNa;

OxungaHve komaHnp;

Mpu cboe — nepexon ko BTopoMy 3agaHHomy |IP agpecy mapLupytusaTopa.

AemokoHepuzypayusi KOHmpoJsiepoe e 0OHopaH20e0l cemu
Wcnonb3oBaHre CeTeBON CyLLECTBYOLEN MHPPACTPYKTYpbl, CTAaHAAPTHBIX CETEBbIX

npoTokonoB (Hanpumep, DHCP) no3sonunn peanunsoBaTtb NpUHLMN "MOAKMNOYUN U
paboTaewb". Pexum aBTOKOHMWUrypauum appeca cepBepa B YCTPOMCTBaAxX
3HauMTENbHO ObreryaeT pasBepTbiBAHWE CUCTEMBI KOHTPONSA AocTyna (CM. puc 5).
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DHCP cepeep

PW-400

Puc.5. AsTokoHMrypauus yctponcTea

ABTOKOHUrypaums agpecoB cepBepa

1.

[Mocne BKNOYEHWA KOHTpOSNSEpa, BLIMOMHAETCH MPOBEPKA, BKIIOYEH v

pexum DHCP (IP apgpec npubopa 0.0.0.0), wnm npubop nonyymn

ctatnyeckun IP agpec;

Ecnn  BknoveH pexum DHCP, ©Oyger  3anyweHa npoueaypa

OuHamu4deckoro HasHadeHus |IP agpeca;

Ecnu He 3agaH agpec cepsepa CKY[Q (IP unn DNS wums), Bkntoyaetcs

PEXNM aBTOKOHUIypaLum KOHTponnepa:

a. [Mpubop BLINOMHSAET PacCbifiky MAKETOB AaHHbIX, OMOBELLALLMNX

cepep CKY[ o cebe kak O HOBOM YCTPOWCTBE B flOKanbHOMN
ceTwn.

XoTs [fOaHHaa paccbinka — LUMpoKOBellaTenbHas, HO  OHa

OorpaHMyeHa OOHOPAHroBOW IIOKANbHOW CETbl0, W  aKTUBHbLIM

ceTeBblM obopygoBaHueM. [1o3ToMy AN ceTel CO CIOXHOMW

Tononoruen IP agpeca cepsepa CKY[] 3agatoTcs Bpy4Hyto.

b. Tpun nonyyeHnn nakeTa AaHHbIX OT HOBOro npubopa onepaTtopy
cuctembl ByaeT BbldaHO onoselueHue. [lanee onepaTop AOIMKEH
[o6asutb Npnbop B 6a3y AaHHbIX (B).

c. [MMocne po6asneHus yctporictea B B npubop nonyvaeTt naket ¢
otBeToM OT cepBepa CKY[. MHuumanuanpyeTtcs 3anucb agpeca
cepBepa B  HaACTpPOWKM  KOHTponnepa W  npekpawaercs
LUMpOKOBeLLaTeNbHas paccbisika.

d. Tlocne HacTporkum napameTpoB KoHTponnepa B B[l onepartop
[OJDKEH BbIMOMNHUTL 3arpy3ky ycTpovicTtaa. [Npnbop 6yaeT cesAsaH
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¢ paHHonm CKY[, 4TO WCKNMOYMT BO3MOXHOCTb nNepexeaTta
ynpaeneHus..

YT106bI OTMEHMTL NPUBSA3KY KOHTPONIepa, ero cnegyeTt copocuTb

K 3aBOACKMM HaCTpOMKam.

e. B cnyyae cmeHbl agpeca cepsepa, YCTPOWCTBO MOBTOPHO
BbIMOSIHUT @BTOKOH(Urypauuo, HO OOMeH [AaHHbiMK OyneT
BO3MOXeH Tonbko co CKY[], k koTopor 6bin npuBsidaH npnbop.

nobanbHbIK antipassback
KonTponnep ProxWay PW 400 moxeT paboTaTb B cCOCTaBe CUCTEMbI
rnobanbHoro antipassback. B TakoM cnyvae rnasHbI KOHTponnep cepun PW A
OTCrnexuBaeT MeCTOMONOXEHNE NepCcoHbl No hakTy e€ npoxoaa Yepes ABepu,
nonyyasi faHHble oT koHTponnepos cepun PW 400.0cHoBon  paboThl
rnobanbHoro antipassback sBnseTca 30HHbIM  antipassback. MomeleHne
obbeKTa pasgeneHo Ha KOMHaTbl — 30HbI AocTyna. [pu Takom geneHnn Bxog B
OpYrylo 30Hy - BbIxo4 M3 npedbiaylien. [poxod B 30HY BO3MOXEH 4vepes3
pa3nuyHble OBepwm.
KonTponnep antipassback oTcnexwusaeT nepemelleHvWe COTPYOHUKOB W3 30HbI B
30HY, nomnyyas [fAaHHble OT KOHTponnepoB pgoctyna. [lpu 3Tom oTcrnexusaeTcs
MECTOMNONOXEHNE NEPCOHbI, Y KOTOPOA MOXET OblTb HECKONbKO MAEHTUMUKATOPOB
(cm. puc. 6)

Pwuc 6. Pacnpenenenne 30H goctyna
M3HavanbHO COTpyAHUK (nepcoHa) nMmeeT nonoxeHne «He onpegeneHo» M TOMbKO
nocrie  MepBoro  MOAHECEeHUs  uAaeHTUdukatopa K CUMTbIBATENO  €ro
MecTononoXxeHne ukcmpyetcsa KoHTponnepom PW A,
MecTononoxeHne «He onpegeneHo» npucBaMBaeTCs MNpU perncTpaumm HOBOTO
coTpyaHuka, nmbo nocne KkomaHabl onepatopa CUCTEMbl  «oOwwmi  cbpoc
MECTOMONOXEHUSI».
C nomoLubto cuctemsl rnobansHoro antipassback BoO3aMoOXXHO npecevyeHne NOBTOPHOro
npoxoda, WCMOMb3oBaHWs  Ay6nukaToB  MAEHTUUKATOPOB,  MPOHWKHOBEHWUS
(HeoxugaHHOe MNOsBNEHWE BHYTPW), nepefayn naeHtudukaTopa ApyruMm nuuam u
T.4. (cm. Puc. 7):
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focryn enpeue
TRTRITEA TGANGE 0 TON 2
ey ¢ Job 18 308y 3

o sanpenes
OV NOSTORORD AP0 O Toly
e waekTwdraron: ¢ e 0 e |
Pwuc 7. OtcnexvBaHne HapyLleHun
B cnyyae notepu cBasu ¢ koHTponnepom CKY[, B3noma asepw, nepexoda ABepu B
cBoboaHbIi Npoxod U T.4. KoHTponnep antipassback ob6beauHseT 30HbI JocTyna B
OfHY, CYMTas, YTO NepCcoHarn MoXeT HaXOAUTbLCHA U Tam U TaMm.
Mo BoCCTaHOBMEHMIO ABEPU WM CBSA3N C KOHTPONEPOM — 30Hbl pa3beanHSIIoTCS.
dakTuyeckoe  MECTOMOSIOKEHME MNepcoHana B HUX  onpegensercs Mo
nocnegytoLiemy nogHeceHuo naeHTudunkaTopa K cunteieatento (cm. Puc 8).

Puc 8. O6beamnHeHve 30H gocTyna
[Mpun noTepe cBs3u ¢ koHTponnepoMm PW A koHTponnepsbl goctyna ProxWay cepumn
PW 400. moryT 6bITb HACTPOEHbI Ha ABa BapuaHTa NnoBegeHUs:
e  Hwukoro He nyckaTb
e [lyckaTb cornacHo faHHbIX O NOMOXEHNW NEPCOHbI A5 NTOKaNbHOro
antipassback

Tpeb6oeaHusi kK Hacmpolike koHmponnepa ProxWay PW A
—  KoHTponnep gomxkeH umeTtb ctatudeckuii (pukcnpoBaHHbin) IP agpec
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Tpeb6oeaHusi kK Hacmpolike KoHmpoJsinepos ProxWay cepuu PW 400.

— B rnoGanbHom antipassback yvactByloT TOMbKO KOHTponnepbl C
OBYCTOPOHHMMM  ABepsiMu  (BXO4 W BbIXO4 MO  NpegbsBleHUto
naeHTndumkatopa)

—  MepBbiM agpecom cepepa CKY[l B HacTporkax KOMMYHUKauun npubopa
JormkeH ObITb YKa3aH agpec KomnbioTepa ¢ cepBepHbiM 10 PW-WEB

— Bropbim agpecom cepsepa CKY[] B HacTpomkax KOMMYyHuKauum npubopa
JormkeH ObITb yka3aH agpec KoHTponnepa PW A

- B NO PW-WEB pgns asepv OomkeH OblTb BKIOYEH PEXUM
antipassback "O6wun"

- B NO PW-WEB koHTponnepy goctyna AorpkeH ObiTb ykasaH BeayLumn
KOHTpOMmnep aHTuaybnsa n peakums Ha NoTepio CBA3UN C HUM.

KoHTponnepsl ProxWay cepun PW 400 BbINOMHAT OTNPaBKy M3BELLEHWA O
cobbITMAX gocTyna no ABYM agpecam ogHoBpemeHHo. [lepBbii agpec — cepsep
CKY[, ana otobpaxeHus u xpaHeHus cobbiTuin B B[] nporpammbl. BTopon agpec —
KoHTponnep PW A, oTnpaensiowmi B OTBET KoMaHAQy Ha 3anpeT nubo
npegocTasneHne goctyna.

Mocne npeabaBneHna VI,EI,eHTVICbMKaTOpa 3afepXxKka Ha npegocraBliieHne nméo
OTKa3 B [0CTyne MOXeT COCTaBldTb A0 1 CeKyHabl B 3aBUCMMOCTU OT
Tonosnorum n I'IpOI'IyCKHOVI CrnocoGHoCTU KOMI'IbI'OTepHOl7| cetn

Mopsgok paboTkbl C yCTPOMCTBOM
Mopsaaok nogknoyYeHusn

1.

SN~

12.
13.
14.

15.

Mepen ycTaHoOBKOW Npov3BeAMTe HayamnbHYl HacTPOMKY (@ MMEHHO 3ajanTe
napamMmeTpbl CETEBbIX HACTPOEK) KOHTponnepa c MOMOLLBIO  YTUNUTBI
"KoHdpurypaTtop" yepe3 USB nopt

B MecTe ycTaHOBKM KOHTpoOrnepa BbINOMHUTE MOArOTOBKY - pa3MeTbTe U
npocsepnute otBepcTms (cM. PekomeHgaumMmn no MoHTaxy)

Mpu Heo6xoAMMOCTHM BbINONHUTE NOABOAKY kabens oT 6roka nuTaHns
BbinonHuTe nogBoaky kabens oT MCNONHUTENbHbLIX YCTPOMCTB (3amMka)
YcTaHoBUTE BbIHOCHbIE CHUTBLIBATENN M BbINOMHUTE NOABOAKY MX Kabenen
BbinonHuTe nogsoaky WwWnendos OT AaTYNKOB / KHOMOK

BbinonHuTte nogsoaky kabens Ethernet

BbinonHuTe yknagky MOHTaXHbIX Kabenen B CTeHe

YcTaHoBUTe 1 3aKkpenuTe Koprnyc KOHTponnepa,

BbinonHWTe KOMMyTauuio MPOBOAOB Oroka nWTaHusi, 3amka, CyWTbiBaTens,
BXOAOB KOHTponfepa €O Lwnengamm B COOTBETCTBAM C  pasgenamu,
NpUBEAEHHBIMU HIDKE

OcyluecTtBute nogknoveHue kabens Ethernet B pasbem

3akponTe KpbILWKy U 3adhUKCUPYNTE BUHTOM

MopgxntounTte B NO CKY[ koHTponnep (B cooTBETCTBUM C MHCTPYKumnen CKY[)

C nomowpbto MO CKY[ BbIMONHMUTE MOMHYK 3arpysky (HaAcCTPOMKWM BXOAOB,
BbIXOA0B, pacnMcaHuin, MAeHTUUKaToOPOB N T.4.) KOHTponnepa.

YCTpOWCTBO rOoTOBO K paboTe
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PekomeHaaLuu no MOHTaxy
Pa3smeLlatb KOHTponnep cnedyeT B MecTe, AOCTYNMHOM AN 06CnyXmBaHus.
Ons yctaHoBku koHTponnepa PW-400 EU, PW-400 EU v.2, PW-400 AC
Ha cTeHe Heobxo4MMO BbIMOMHUTL Cneayowme 4encTBums:
e  OTKPOWTE KpBbILKY KOpMyca, MpUNoXuTe KOpnyc K npegnoriaraeMomy MecTy
KpenneHus 1 BbINOSIHUTE pa3mMeTKy OTBEPCTUN;
e  MponycTuTe NpoBoAda B OTBEPCTUS B CTEHKE KOPMNyCa;
e 3aKpenuTe KOopryc KOHTponnepa,;
e BbINOMHUTE NOAKIMHOYEHNE NPOBOAOB.
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MopaknioyeHMe BHELLIHEro cYUTbiBaTens

KoHTponnep wmeetr pgBa nopta dopmata Wiegand ans  nogknioyeHus
cuutbiBaTeneri. COBMECTHO C KOHTPOMNepoM MoryT pabotaTb pasnuyHble
CuYMTbIBATENM.

Ha puc. 11 nokasaH npumep NoAKMYEHNs cunTbiBaTenemn

s12v

101 108 GND
000000

182 16N 1RO

12

208 o8O

© O 0|0 0|00

282 26N 2P0 201

Puc.11. NoaknoveHne cuntbiBaTenen

CooTBeTCTBYME LBETa npoBoaoB:

. Genbin - data 1

3eneHblni - data 0

CVHWN - BKItoYeHue By3epa

KOPUYHEBBIW - BKITIOYEHME KPACHOro MHaukaTopa
OpaHXeBbIl - BKIIOYEHME 3eN1eHOro HanKaTopa
YyepHbli - GND

KpacHbIn - +12 B

Mpyn wncnonb3oBaHMM cuYUTbIBATENEN pPasNUYHbIX NPOU3BOAMTENEN LBeTa
npoBoAOB MOryT oTnmyatbcsi. COOTBETCTBME LBETOB MPOBOLAOB CMOTPUTE B
MHCTPYKLUW MO 3KCMnyaTaumm Ha cunTbiBaTerb.

Tok noTpebrneHnst KaXaoro BHELHEro CYMTbIBaTens MOAKYaeMoro K Knemmam
"+12V" He pomkeH npesblwate 100MA. [Mpu nOAKMIOYEHUN K KOHTpoOmnnepy
cuutbiBaTenen Oonblio AdanbHOCTM C TokoMm noTpebneHnss Gonee 100 MA,
HanpsXKeHne NUTaHUsA Ha HUX HeoOX0AMMO NofaBaTh OT OTAENbHOrO UCTOYHUKA.

MoakntoveHue wnendcgos
KoHTponnep nveet BoceMb BXOAOB AMs MOOKIOYEHUS LUNENEOB C KOHTPOMEM MO
TOKy. HasHayeHme kaxgoro u3 BXOAOB 3adaeTcs npu  NporpaMMyMpoBaHum

KOHTponnepa. Bo3MOXHbI cnegywwme beHKLI,MVI Ana BXOo4OB:

e [aTyvK npoxoAa (ABEepHOMN KOHTaKT)

KHOMKa 3anpoca Ha BbIXOZ,

AaTyuk npoxoAa (ABEPHON KOHTAKT) + KHOMKa 3anpoca Ha BbIXOA,
cBoboaHbIn npoxop (A, B, A+B)

6nokuposka (A, B, A+B)

MOHUTOPUHI COCTOSHWS AaTumka (TPEBOXHbIA AaTuUMK)
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Hwke onucaHo noaknveHne BXOAOB pasnuuHbiX TunoB. [locne cbpoca
KOHTpoOMnmepa K 3aBOACKMM yCTaHOBKaM BCe LUnendbl He UMEDT HasHa4yeHus u He
KOHTponupyoTca. Bce wnendbl paboTaldT kak Ha 3aMblkaHue, Tak W Ha
pa3mbikaHue. icnonb3oBaHue Harpy3o4HbIX pe3ncTopoB 06s13aTenbHO.

HopmanbHoe coctosiHue wnenda — ot 1,4 kOm go 3kOwm, K.3. wnenda —
meHee 1,4 kKOwm, pasphbiB Wwnerda — 6onee 3 kKOM.

KHonka 3anpoca npoxoga
KHomka 3anpoca npoxoga MpUMEHsieTcs B Cryyae, ecnv npoxof 4Yepes ABepb
KOHTPONMPYETCH TOMbKO C OAHOW CTOPOHbI. OTKpbITME [BEPU MNPOMCXOAUT Mpu
Ha)XaTuM U OTMYCKaHUM KHOTKM 3anpoca npoxoaa.
Kpome Toro, kHomka 3ampoca npoxoda MOXeT WCMonb30BaTbCs Kak  KHOrMKa
OVCTaHLUMOHHOTO OTKPbITUS ABepu. Hanpumep, OnNs OTKPbITUSE OBEPU BPYYHYHO,
CEeKpeTapem U 0XpaHHVKOM.

Ha puc. 12 nokasaH npvMep WCNOMNb30BaHUS MOAKMIOYEHWS  HOPMarbHO
Pa30MKHYTbIX KHOMOK 3anpoca Ha Bbixo4 KOHTakToB Z1 n Z2.

Z7 GND Z8

25 GND Z&

© ©0|oo o

Z3 GND Z4

©©oloo®
100 Q|0 © OO © O|© ©® ©L

Z1 GND Z2

l

Puc.12. MNoaknioyeHre KHOMKW 3anpoca npoxoaa

an nporpaMmMmmnpoBaHnn Ha3Ha4eHO COOTBETCTBUE!

e 71 -kHoOMkKa 3anpoca npoxoda Touku npoxogda A
. Z2 - KHOmMKa 3anpoca npoxoaa Touku npoxoaa B

Wcnonb3oBaHne Ansi OTKPbITUS [ABEPU KHOMKM Ha 3MNEKTPO3aMKe WMM KHOMKM
npomnycka Ha nynbTe TYpHUKETa NPUBOAUT K BO3HWMKHOBEHWUIO coObITUS B3JTOM
OBEPW.

Ansa npasunbHOU pabombl, npu npoepamMmuposaHuU HeobxodumMo Ha3Ha4yumb
nooknoYeHHble winelichbl Kak wnelighbl KHOMKU 3arnpoca rnpoxooa.
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Datumk npoxopa (0 BepHOM KOHTAKT)

C nomoLbl0 [BEPHOrO KOHTaKkTa KOHTpoNnep onpefenseT CoCTosHWe [ABepu
(oTKpbITa/3aKpbiTa) WM MONOXEHWE poTopa TypHukeTa. B cnyyae oTcyTcTBust
[OBEPHOr0 KOHTaKTa KOHTPOMNep He CMOXET OBHapyxuUTb HECaHKLMOHWPOBAHHLIN
OOCTyn Unu crnyyan, korga OBepb YAEPKMBAETCH B OTKPLITOM COCTOSIHAM CIIMLLKOM
00nro (NPOXoA HECKONbKUX YeSIoBEK Mo OAHOMY MPOMyCKy).

Ha puc. 13 nokasaH npumep MCMonb30BaHUS MOAKMIOYEHUSI ABEPHbIX KOHTaKTOB
(HOopManbHO 3aKpbITbIX) BXOAOB Z3 1 Z4:

©|O|l=
Clf=] B
© |Off
© 0|l
©e] E
© |©|f*

|
© O] .
© Oz
© O] .
© 0|l
©|O|fs
© Ol

1

Puc.13. MNMoagkntoyeHne ABEPHOro KOHTaKTa

l'lpM nporpaMmMmupoBaHnn Ha3Ha4eHO COOTBETCTBUE!

. Z3 - 4BEPHON KOHTAKT TOYKM npoxogda A
. Z4 - nBepHOW KOHTaKT TOYKM npoxoda B

[Bepb, ynpaBnsemytd CUCTEMOW KOHTPONS OOCTyna, peKoMeHOyeTcs
obopyaoBaTtb 4OBOOAYMKOM.

Adna npaeunbHoU pabombi 08epHO20 KOHMakma, Mpu npo2pamMmmupo8aHuU
Heobxo0umMo HasHa4yumb OOK/MOYEHHbIe winelihbl Kak  wnelighbl  08EPHO20
KOHMmMaxkma.

KoHTponnep moxeT paboTtatb 6e3 HasHauyeHuss OBEepHOro KoHTakTa. B Takom
cnyyae, nocne nogHeceHWss wuaeHTudukatopa W npegocTaBneHvs  JocTtyna,
reHepupyetcsa cobbitve "lMpoxod cocToancs”, KOHTponnep nogaeT oTnupakowumin
MMMNYNbC Ha 3aMOK, U OTCYUUTLIBAETCHA BPEMS Npoxoaa.
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KoM6GuHMpoBaHHbIN LwWinend — KHOMKA 3anpoca Ha BbIXOA4 M AaTyuMK npoxofa (ABepHoWM
KOHTAaKT)
Bxoabl KOHTpoOnnepa MOXHO HacTpouTb Afsi OAHOBPEMEHHOrO UCNOMb30BaHWSA ANs
KHOMKM 3anpoca Ha BbIXo4 W ANSA ABEPHOro KOHTakTa. lMpu Takom Mcnonb3oBaHuu
pa3pbiB Wnenda 03Ha4YaeT HapyLleHne OBEPHOro KOHTakTa, a 3akopoTka — HaxaTtne
KHOMKK 3anpoca Ha BbIXOA.

Ha puc. 14 nokasaH npuMep WCMOSMb30BaHWUSA MOAKMOMEHUS KOMOGUHMPOBAHHbIX
wnendos k Bxogam Z5 n Z6:
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Puc.14. MNogknioveHne KOMOMHMPOBAHHOIO LWinenda

Mpu nporpammMmnpoBaHUN Ha3HAYEHO COOTBETCTBUE:
e Z5 - KOMGMHWMPOBaHHbIN ABEPHOI KOHTAKT M KHOMKa 3anpoca NpoXoAa TOYKU

npoxoga A
e 76 - KOMOMHMPOBAHHbLIVM OBEPHOWN KOHTAKT M KHOMKa 3anpoca npoxoda TOYKU
npoxopa B
Jlrobol u3 8 exo0oe8 Moxem Obimb HasHa4eH Kak KOMOUHUPOBaHHbIU, ons

obcnyxueaHusi 08epHO20 KOHMaKma U KHOMKU 3arnpoca Ha 8b1X00

WHTerpaums ¢ oxpaHHO-MOXapHOW cUrHanu3saumen
Brarogaps Hanuuuio  WneitpoB,  3anporpaMMmUpoBaHHbIX kak CBOBOHbLIN
MPOXOO n BNOKNPOBKA, koHTponnep MOSHOLEHHO WHTErpupyeTcsi B CUCTEMY
OXPaHHO-NoXapHowu curHanusaumm (cMm. Puc 15).
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Ona  coBmecTHOM paboTbl C  MNOXapHOWM  curHanusauuerh  Heobxoaumo
3anporpamMmMmupoBaTh nobon u3 wnendos Ha TMn "CBobogHbii npoxod”. K atomy
wnendy MoXeT OblTb NOAKMHOYEH HENOCPEACTBEHHO MOXAaPHbIA LWNend nnm Bbixoa
noxapHoro [MK. TMpu BKNOYEHWM MNOXapHOM TPEBOrM HapyliaetTcsa Lwnend
KOHTpornnepa, Ha3HadeHHbIn kak "CBoboaHbIi nMpoxoa", Bce ABepu, ynpaensieMble
KOHTPONMepoM, aBTOMaTU4eCKn pasbrokuMpyrloTca M nepcoHan MoxeT cBobogHo
MOKMHYTb 30HY MnoXxapa.
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% CHD 7B
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00000 OO O 0|00 0]

Puc.15. MogkntoyeHmne wnendos 6okMpoBKn 1 cBOOGOAHOrO npoxoaa

Mpu nporpammmnpoBaHMN Ha3Ha4YeHO COOTBETCTBUE:
e 77 - "Bnokuposka A+B"

. Z8 - "CobogHbin npoxod A+B"
"BrIOKUpPOBKY" MOXHO Ha3Ha4yumbe Ha moyku rpoxoda A, B u A+B
"C80600HbIl NMPpox00" MOXHO HasHa4YumMb Ha MoY4ku rpoxoda A, B u A+B
3onbi ¢ munom Bnokupoeka u Ce80600HbIl Npoxod cpabambieatom u Ha K3 u Ha
Obpnbis.

[na coBmMecTHOM paboTbl C OXpPaHHOW CuUrHanuMsaumen HeobxoaMMO 3anporpaMMupoBaThb
nobon u3 wnenco Ha TN "Brnokuposka”. K aTomy wnendy MoxeT ObiTb NoakmoyeH
HENoCcpeaCTBEHHO TPEBOXHbLIA LWNend wunu Bbixod oxpaHHoro [MK. Mpu cpaboTtke
OXPaHHOro JaTyvKa Uy BKIKOYEHUM OXPaHHOW TPEBOMM HapyLluaeTcs wwnend KoHTponnepa,
HasHayeHHbI kak "BbrokupoBka", W BCe [OBepw, ynpasBnsemble KOHTPOSepomMm,
aBTomaTtuyeckn 6Onokvpytotca. [pyu 3Tom JOCTyn B OxpaHsiemble nomelleHus Oyaget
npefocTaBnATbLCA TONbKO cnyxbe 6esonacHoCTy.

UcnonHuTtenbHbIe YCTPONCTBA
[ns ynpaBneHuss MCMONHUTENbHLIMKM YCTPOMUCTBAMU KOHTPOSSIEP WMMEET 4YeTbipe
perne. C NMOMOLLbIO BbIXOZOB KOHTPONSEP MOXET YNpaBMsTb SNEKTPO3aMKOM UMM
3allernkon, ynpaBnaTb paboTon wnarbayma, TYPHUKETA, WM BKMYaTb Apyroe
AononHuTensHoe obopynoBaHue.
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Pene 1 n 2 nmetoT HopManbHO 3aMKHYTble U HOPMarnbHO Pa30MKHYTble KOHTAaKTbI.
KoHTakTbl pene no3BonsitoT ynpaBnsTb UCMNOMHUTENbHLIMU MEXaHU3MaMu C TOKOM
notpebnenns oo 1A npu HanpsixeHun 24 B.

He AonyckaeTca npumMmeHeHune AOnodoB Mpu NOAKMHYEHUU UCNONMHUTENbHbLIX
MeXaHU3MOB K 3J1IEKTPOCETU NepeMeHHOro Toka.

Bbibpocbl vnu  npoBanbl  HAMPsXKEHWS  MUTaAHUS NPU  OOHOBPEMEHHOM
BKITIOYEHNM-BBIKITIOYEHUN  BCEX MWCMOJSHUTENbHBIX YCTPOWCTB HE  LOSHKHbI
npuBoauTb K cbosm B paboTe KoHTponnepa. B npotuBHoM cnyyae Heo6xoaumo
NOAKIYUTL ONS NMUTaHWUS UCMOMHUTENbHBIX YCTPOMUCTB OTAEMbHbIA UCTOYHUK
nUTaHus.

AneKTpo3aMKu

Hanunyne HopmarnbHO 3aKpbITbIX M HOPMAarnbHO OTKPbITbIX pereriHbiX KOHTAKTOB, a
TakkKe BO3MOXHOCTb MPOrpaMMMpPOBaHNS BpeMeHn cpabaTbiBaHWs 3aMKa B LUMPOKMX
npegenax (ot 1 pgo 255 cekyHd) nNO3BOMSET KOHTPONMepy ynpaensaTb
3neKkTpo3amMkamu 1 3aLlenkamv npaktnyecku noboro tuna.

OcobbiM criydyaem siBnsietcs Bpemsi, pasHoe 0. B aTom cnyvae Ha pene nopaetcs
umnynec gnutensHocTbio 200 ms.

Ha pwuc. 16 nokasaH npvmep MOOKMOYMEHUS UCMOMHUTENbHBIX YCTPOWCTB, NepBoe
OTKPbIBAETCA Nofave HanpspKeHWs, BTOPOe - CHATUEM.
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Puc.16. MNoaknioyeHre 3amMkoB npu ncnosnb3oBaHMM BHELLIHEro UCTOYHUKA NUTaHNA

an MCNonb30BaHUMN KOHTAakToB pene ana BKITIOYEHUS/BBIKIMIOYEHNSA ToKa vyepes
MHOYKTUBHYKO Harpysky, Hanpumep, npu ynpaslieHUUN 3NEKTPOMarHUTHbIM 3aMKOM,
BO3HUKAKOT 3NneKkTpuveckmne nmMnyrnbcCbl 6onbLuown aMnnnTyabl. Onsa npenoTepalleHnda
BbiIXO0A4a W3 CTpPOA KOHTakTtoB perne Heobxoaumo WYHTUpoBaTb UHAOYKTUBHYHO
Harpys3ky Aunoaom, BKIMOYEeHHbIM BCTPEYHO HANPAXEHUIO MUTAHNA KaTyLLUKWU.

CrenyeT yu4nTbiBaTb, YTO HEOOPOrMe 3reKTPOMarHWTHbIe 3alleriku He [OoMycKalT
OnUTenbHY0 nogady HanpsbkeHusi. [ns Takux 3allernok criegyeT nporpaMMupoBaTh
BpeMs pene Takum, 4Tobbl He AONYCTUTb NEPErpeB KaTyLUKU 3aLLerku.

Ansa npasunbHol pabombl 3amMKos, Mpu  MpospamMMupos8aHuu  Heobxodumo
Ha3Ha4yump MoOKIt0YeHHbIe pereliHble 8biX00bl KaK 8bIX00bl 3aMKO8.

CMpeHbl U 3BOHKH

OneKTpo3BOHKN (CM. Puc. 17) aBnsa0TCS ANA UCTOMHMKA HaNPSDKEHUS MHOYKTUBHOWN
Harpy3Kkon, npu NOAKMHYEHUN 3BOHKA K UCTOYHUKY MOCTOSIHHOTO Toka Heobxoammo
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ncnonb3oBaHWe 3aluMTHOro Auoga (CMOTpu npedynpexaeHne o6 MHAOYKTUBHOW
Harpyske).

NO3 C3

Puc.17. MogkntoyeHne aneKkTpo3BOHKOB

[Mpn nogknYeHUn cupeHbl U3ydYnTe WHCTPYKLUMIO MONb30BaHUS CUpeHon. Tok
notpebneHunst cmpeHbl He JormkeH O6bITb Gonee 1 A.

Mpy wncnonb3oBaHNM HecTaHAAPTHbLIX WCMOMHUTENbHBIX YCTPOMCTB (MarHWTHblE
nyckatenu, TYpHUKETbl U T.4.) PEKOMEHAYETCS 3a KOHCYNbTauMen Mo MOAKMHYEHMIO
0bpaTUTLCS K CBOEMY NOCTaBLUMKY 060pyaoBaHUS.

Ons npaBunbHOM paboTbl CUPEHbl, MNpPU NPOrpaMMMPOBaHUM  HEOGXOAUMO
Ha3Ha4MTb NOAKMOYEHHBIN PenenHbIN BbIXOA, KaK BbIXOA, CUPeHbl (TPEBOMM U T. A4.).

KomMmyHuKauma

Ona cBasm c cepsepom CKY[ koHTpornep PW-400 moxeT wucnonb3oBaTb
NMPOBOAHYIO KOMMBIOTEPHYIO CETb.
HacTtpoiika npubopa BO3MOXHa C NOMOLLbIO aBTOKOHMIypauuy nnm spyyHyto ¢ MK
¢ nomouypsto MO "KoHdurypaTop".

[Mpun cooTBeTCTBYIOLLEN HACTPOViKe obecnednBaeTcs:

e  Ha3HayeHue cTaTuyeckoro wunu pauHammyeckoro (DHCP) IP  agpeca
YCTPOWUCTBY;

e pabota ¢ IP wnu DNS (OOMEHHbIM MMEHEM KOMMblOTEpa) aapecoM
cepepa CKY[;

e Paborta uyepes ceTb VIHTepHeT (obcnyxmBaHue yaaneHHbIXx unmnanos) ¢
BO3MOXHOCTbIO pe3epBMpOBaHUsi nyTei B VHTepHeT u4epe3 BTOpON
MapLupyTusaTop (poyTep);

KoHTponnep pabotaeT B aBTOMaTU4YECKOM pEXUME - MOCMEe 3arpyskn AaHHbIX C
cepBepa BbINOMHSAET OTpaboOTKy npaBun  gocTyna Ans  NPeabsBrsieMblX
NAEeHTU(PUKATOPOB 1 OTNPaBNseT U3BELLEHWS 06 3TOM Ha cepBep.

KommyHukaTop koHTponrnepa paboTaeT B pexume HoTUdMKauuMu, TO eCcTb npu
Hanmuum cobbiTs (Npoxoa, HapyLueHne 30Hbl) MHULMUPYETCS nepefada AaHHbIX Ha
cepsep CKY[.

Mpn paboTe B KOMMNbIOTEPHOW CeTW KOHTponmnep obecneumBaeT 3alwmTy OT
HeCaHKLMOHNPOBAHHOMO BMeLlaTenbCcTBa 6narogaps KpMNTOCTOMKOCTM
(wundpoBaHne naketa [AaHHbIX C  MCMONb3oBaHWEM 256-OMTHOro kno4va) u
UMUTOCTONKOCTU (KOHTPOSb YHWKANbHOrO CEPUMHOrO HOMepa yCTPOMCTBA), a Takke
KOHTPOMIO KaHana CBA3M MOCPeACTBOM MEPUOAMYECKMX TECTOBbIX CWUrHamoB OT
yCTpONCTBA.
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NMpoBogHasa komnbloTepHas ceTb (Ethernet)
WHTepderic Ethernet ncnonbayetcs ana ob6beaMHeHUs KOMMNOHEHTOB cucTembl (MK

W KOHTPOMNepoB)

B ceTb. [nuHa

kabens Ethernet 6e3

JononHuTensHoro obopyaoBaHus MoxeT cocTtaenaTe Ao 100 meTpoB, npu 3TOM
obecneuynBaeTcsa CKOPOCTb Nepefayn AaHHbIx 4o 100MeéuT/c.

Ha pwuc. 18 nokasaHbl npyMepbl NnogkntoveHnst kadens Ethernet.

KoHHekTop 1

| KoHHekTOp 2

MpsAMon 06XUM, NOAKNIYEHNE K CBUTYY UK poyTepy i s i
1. 6eno-xenTbin 1. 6eno-xenTbin I'Th % L. |
2. xenTbl 2. XenTbl mrpmm - e

[ =]
3. 6eno-3eneHbii 3. 6eno-3eneHbii |l'| Il llll I|
4. cuHun 4. cyHun I i
5. 6eno-cuHumn 5. 6eno-cuHuin IM I| l‘ I| I|
6. 3eneHsblit 6. 3eneHblit
7. 6eno-kopu4HeBbIN 7. 6eno-kopu4HeBbIN
8. KOpu4HeBbIN 8. Kopu4HeBbIN
OGpaTHbIN 06:XKMM, NOAKIIOYEHUE K KOMNbIOTEPY 481 2

1. 6eno-xenTbi 1. 6eno-3eneHbii .
2. XenTbln 2. 3eneHsblit '! '! '! g '! i' I!
3. 6eno-3enexbin 3. 6eno-xenTbin RiR T g [ITTENT
4. CUHIA 4. cUHMI |M|] 8 || ]| ||
5. 6eno-cuHumn 5. 6eno-cuHunin TUINI
6. 3eneHbIn 6. XenTbin i
7. 6eno-kopu4HeBbIN 7. 6eno-kopu4HeBbIN i I| ll !
8. KOpUYHEBBIV 8. KOpUYHEBBIV

Puc.18. MNogknioyeHne
kabens Ethernet

Mpn HacTporke Ethernet kommyHuKaTOpa KOHTpoOnnepa creayeT BbINOMHUTL:
e  PaspelueHune ucnomnb3oBaHns koMMmyHukatopa Ethernet
e  HacTpoliky ceTeBbIx NapaMeTpoB KOHTpornnepa (npu ucnons3osanun DHCP —
He 3aatoTcs):

(e}
(o}
[0}

IP agpec
Macka nogceTu

IP agpec wnto3a (poytepa) nHTepHeT 1(Heobs3aTenbHO B FIOKanbHOM

ceTn)

IP agpec wnio3a (poyTepa) B UHTEPHET 2 (Heobs3aTenbHO)
IP appec DNS cepBepa 1 (ecnu ncnonb3yeTcs nepegada AaHHbIX Ha

[OMEHHOE UMS)

ncnonb3oBaHNA




s 4

o

IP agpec DNS cepBepa 2 (Heobsi3aTenbHO, €Cnu MCMNOmnb3yeTcsi
nepegaya AaHHbIX Ha JOMEHHOEe NMS)

e HacTpoiiky KOMMyHMKaLMM C CEPBEPOM:

o

[0}
[0}
(o}

IP nnn DNS agpec cepsepa 1

IP unu DNS agpec cepsepa 2 (agpec PW-A)

MopTbl gocTyna (MOPT YTEHMS 1M NOPT 3anucu)

YacTtoTa npoBepky kaHana cBsA3u (OTNpaBKM TECTOBOrO curHana)

Mopsanok nporpaMMUMpoBaHUst KOHTponnepa

MporpammHoe DOenctBus
obecne4eHue
1. Onpegenenve pexuma paboTbl KOHTpOMEpa: aBTOHOMHbIV
mnu B coctase CKY/[]
no 2. HacTtpoika HavanbHbIX MapameTpoB, @ WMEHHO CeTeBblX
"KoHcpurypatop" HaCTpOeK KOHTponsepa:
a. Hactponkn cepeepa: IP agpec unu DNS wumsa
Yepes nopt USB cepBepa, NopThl 4OCTYNa (MOPT YTEHWUSI, MOPT 3anuncu)
MyHkT d npn Hannum DHCP (anHamuyecknx agpecos)
B CETU HE HYXXHO BbINOMNHATb
b. Hactpowviku yctponictBa: IP agpec ycTponctea B
KOMMblOTEPHOM ceTu, Macka noacetn, [P DNS
cepBepa, w3 B NHTepHeT
no CcKya 3. TMopgkntoyeHne u peructpauust yctporctea B MO CKY[ (cwm.
pykoBoacTso no CKY[)
4. Hactpoiika yctponcTaa ¢ nomouybto MO CKY[
a. Hacrtporika pBepen: OQHOCTOPOHHME OBEPU UIN
ABYCTOPOHHSS aBepb, pexum paboTbl
antipassback,
Bpems BBoAa PIN koaa (unu oTknioyeH)
b. Hactpovika Touek npoxoga: Ne cuutbiBaTens, Bpems
npoxopa, npusHakm "HeTt Tpesoru npu Banome", "Het
TPeBOrn, ecnu OTKPbITO CAULLIKOM Aonro”
c. Hactpoiika cumTbiBaTenem: Tmn cumTbiBatens 26 nnm
42 BUTHBIN
d. HacTtpoika BXOOOB KOHTpommnepa: TWM peakuum u
TOuKa npoxoda (HanpuMmep, AaTyMK Mpoxoda, Todka
npoxoga A u B; cBoGoaHbIN Npoxod, Toyka npoxoga
B).
e. Hactpovika BbIXOA0B KOHTponnepa: ™n
ncrnonb3oBaHus (3amoK, cupeHa W T.4.), PeXum
paboTbl, ANMUTENLHOCTE UMNYNbCa (eCny OOCTYNeH B
OaHHOM pexuMme), Todka npoxoda, ynpasnsioLwias
AaHHbIM BbIXOAOM.
5. CpegctBamn CKY[l cosgaeTca cnucok nosnb3oBatenen c
HabopoM  MOEHTUMMKATOPOB U UX  OOMNOSNHUTENbHBIX
napameTpoB,  pacnucaHui  npaswn npoxoga  4epes
onpegerneHHble ToYkKn npoxoaa (cm. pykosoacTteo no CKY[)
6. [Mocne dopmupoBaHus n 3arpysku koHdurypaumm ns NO CKy[
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CepBuUcHoe obcnyxuBaHue

Copoc B 3aBOACKME YCTaHOBKMU
[na Bo3BpaTa KOHTpoOnfepa K 3aBOACKMM YCTaHOBKaM criegyeT BbIMOMHUTb

cnepylowme OencTBUS:

1. OrtkpowiTe kopnyc koHTponnepa (Hapywbte TMP)

2. O6GecTo4ybTe KOHTpONNep

3. YcrtaHoBuTte nepemblyky FACT

4. TlopanTte nuTaHne

5. TMMopoxaute 40-50 cekyHn (MM, ecnu  MOAKMKOYEHbl  CYUTLIBATENM,
OOXONTEChb LIECTN KOPOTKUX CUrHamoB, CUrHanmu3upyoLwwmx o6 ycneHoMm
cbpoce KoHTponnepa)

6. Ob6ecToubTe KOHTPOMNEP

7. CHumute nepembluky FACT,  3akponTe  KOpnyc  KOHTposnnepa

(BocctaHoBuTe TMP)

Mepexoa B peXum nporpaMmMuUpoBaHust
[ns nepeBoda KOHTpoOMepa B pPEXUM NPOrpaMMUpPOBaHKS BIMOSIHUTE CrieayoLlme
nencTeus:

1.
2.

He Bbikno4as nuTaHusi, OTKpowTe Kopnyc kKoHTponnepa (HapywbTte TMP)
Mogkntounte k pasbemy USB kabenb 1 BbINOMHUTE HACTPOWKy npubopa c
NMOMOLLbI0 NporpaMmHoro obecneyeHust "KoHdurypatop”

3ameHa MuKponporpaMmbl ycTpoMcTBa

1.

2.
3.
4

OTKpoWiTe Kopnyc KoHTponsepa (Hapywbste TMP)

ObecTo4bTe KOHTpOMnep

YctaHoBute nepemblyky FACT

Mogkniounte USB kabenb cHayana K KOMMblOTEpy, a 3aTeM — K
KOHTponnepy

C nomoubio cneumansHoro nporpamMHoro obecrneyveHunst BbINONHUTE
3aMeHy MUKpOMNporpaMmbl KOHTpornepa

Mocne 3arpyskn MO B koHTponnep OBA3ATEJNIbHO nogoxgute 15-20
CekyHn (Mnu, ecnu MOoAKMYEHbl CUMTbIBATENW, [OXAUTECH LUECTM
KOPOTKMX CUrHarnos, CUTHanMU3npYyLWMX O KOPPEKTHOW 3arpyske
MWKpPOMPOrpaMmbil).

BHuumanue!!! 3arpyska mukponporpaMmbl ByoeT paspelleHa TOMbKO B TeYEHUU
nepsbix 10 cekyHA nocrne 3anycka KoHTponsepa.

3aBopackue HaCTPOMKKN

KommyHukaTtop

DHCP BkmtouéH (He yctaHoBneH IP koHTponepa), agpeca cepsepa CKY[ He

yKasaHsbl

Bxopabl (wnendbl)
Z1 — Z8 — OTKINIOYEHbI

Bbixoabl

Pene 1-4 - oTKIHO4EHBI

CuutbiBaTenu

Wiegand 42bit
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TexHunuyeckoe o6CcnyKuBaHue U PeMOHT
[apaHTMMHOE W nocrnerapaHTMnHoe obOcnyxuBaHue KoHTponnepos PW-400
BbINOMHAETCS NULaMM UMM OpraHn3aumsiMu1, NofyyYMBLUMMM Ha 3TO MOMHOMOYUSI OT
NPOU3BOANTENSL.

XpaHeHue

MpubBopbl AomkHbI XpaHuTbes B ycnosusax 2 FOCT 15150 npu oTcyTcTBMM B BO3dyxe
KMCINOTHbIX, LLENOYHbIX 1 APYTMX aKTUBHbIX MPUMECEN.

® XpaHeHwue npubopoB 6e3 Tapbl He AoMycKaeTcs.
® XpaHeHue 3anakoBaHHbIX B MHAVMBUAYANbHYIO UMW TPAHCMOPTHYIO Tapy npubopoB Ha
cKrnagax [ornyckaeTcsl npu yknagke B WTabenb 6e3 Npoknagok Mexay HUMMW.
KonnyectBo psgoB B Ltabene — He bonblue WeCTun.
® CpoK xpaHeHus NpnbopoB — He Bonee LecTu MecsiLeB C MOMEHTA U3rOTOBIIEHUSI.
® B cknapckux noMeLleHnsx AomkHbI ObITb obecneyeHbl TemnepaTypa Bo3adyxa oT 5 o
50 °C, oTHocuTenbHas BnaxHocTb Ao 80 %, OTCyTCTBME B BO3AyXE KUCMOTHbIX U
LLIeNIOYHbIX U OPYTUX aKTUBHbBIX MPUMECceNn.
TpchnOpTMPOBaHMe
®  YnakoBaHHble Npubopbl gonyckaeTcs TpaHcnopTupoBaTh B ycroBusix 5 TOCT 15150
B AuanasoHe Temnepatyp oT MmuHyc 50 go nmoc 50 °C, npu 3awmTte OT NpsMOro
OencTBUa aTMocepHbIX 0CaKoB U MEXaHUYECKNX NOBPEXAEHUIA.
®  YnakoBaHHble B WHAMBUAYyalbHYH) WM TPaHCMOPTHYH Tapy npubopbl MoryT
TpaHCnopTUpoBaTbCA BCEMW BMOAMW 3aKPbITbIX TPAHCMOPTHLIX CpeacTB B
COOTBETCTBUM CO CreAyrLWUMM JOKYMEHTaMW:
® 'lpaBuna nepeBO30K rPy30B aBTOMOOWIMbHbIM  TpaHcnopToMm" 2 wu3d.,, M,
"TpaHcnopTt", 1983
®  "lpaBuna nepeBo3ku rpy3os”, M., "TpaHcnopt", 1983
®  "TexHuuyeckue ycnoBusi Norpysku n kpennexus rpysos”, M., "TpaHcnopt", 1990
MapkupoBka

Ha npubope HaHeceHa MapKMpoBKa, coaepxalias:

®  Ha3BaHWe NpeanpuUsTUS UM TOBapHbIN 3HAK NMPOU3BOAUTENS;

®  HasBaHwue, YCroBHOE 0603HaYEHNE U BAPUAHT UCMONHEHNS;

®  MOpPsIAKOBbLIA HOMED;

®  BUA NUTaHUS;

®  HOMVHanbHOE HarnpsKeHWEe CETU 3NEKTPONUTaHNS;

®  HOMMHarnbHY YacTOTy CETU SMEKTPONUTaHUS;

®  ob603Ha4yeHue coeanHuTenen;

®  0603HaYeHUe KNeMMbl 3a3eMIEHNS;

® "3Hak cooTtBeTCcTBMA" — Ans npubopoB, MMetlowmnx  cepTudmkat
COOTBETCTBUS.

Ha VIH,EI,I/IBVI,EI,yaJ'IbHOVI Tape HakneeHa 3TUKeTKa, Ha KOTOpou 0603HaYeHbI:

° TOBapHbIV 3HaK NpPon3BoaUTENS;
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®  HasBaHuWe M ycrioBHoe 0603HaveHve npnbopa;
®  macca npubopa;
®  [aTa U3roTOBMEHWUS.
Ha TpaHcrnopTHOW Tape HaHeceHa MapkupoBKa:
®  TOBapHbIN 3HaK NPOM3BOANTENS;
®  HasBaHue 1 ycrioBHoe 0603HadYeHne npubopa;
®  MaHunynsauuoHHble 3Haku 1, 3, 5, 11, 19 no FTOCT 14192.

YnakoBka
[Mpubopbl ynakoBaHbl B MHAUBMAYaNbHYO Tapy.
YnakoBka npubopoB obecrneynBaeT HEBO3MOXHOCTb AOCTyna K HUM 6e3 noBpexaeHus
Tapbl. YNakoBaHHble B WHAOVBMAyanbHYH Tapy npubopbl ynakoBaHbl B TPaHCMOPTHYHO
Tapy.
B kaxabln KAPTOHHbIV UMW OEePEBAHHBIN ALK BNOXEH YNAKOBOYHbIA JTUCT.
Ha swmkax HaHeceHbl HaANMCKU B COOTBETCTBUM C M. "MapkupoBka" AaHHOrO OOKYMEHTa.
Hagnvcm HaneyaTtaHbl TUNOrpadCkMM METOAOM UMM HAHECEHbI CTOMKON KPaCKOW.
B TpaHCnopTHYto Tapy BNOXEH YNakoBOYHbIN NUCT, KOTOPbIA COAEPXKNT:

®  KONMYECTBO YNakoBaHHbIX MPUGOPOB;
®  HasBaHWe 1 yCroBHOe 0603HaYeHVe NpMBopoB;
®  (hamMunuIo ynakoBLLMKa.

FapaHTMHbIE obsA3aTenbLCTBa

[MponsBoauTens rapaHTMpyeT cooTBeTcTBME koHTponnepa PW-400 onncaHHbIM B AaHHOM
MHCTPYKUMN MNapameTpam B TEYEHWe rapaHTUAHOTO CpoKa XpaHeHWsl U rapaHTUNHOro
Cpoka aKcnnyaTauuum npu  BbINOMHEHWW  YCMOBUIA XpaHeHWs 1 aKcnnyaTauuu,
YCTaHOBIEHHbIX AaHHbIM PYKOBOACTBOM MO 3KCMryaTaLuu.

["apaHTUIAHbIN CPOK XpaHeHNs1 — 6 MecsLEeB CO OHSA U3rOTOBMEHUS.

[apaHTuUiAHBIN CPOK akcnnyaTauun — 18 mecsueB ¢ MOMEHTa BBEAEHWUS B IKCMnyaTaumio.
MoctaBky npubopoB, oby4eHVWe nepcoHana, MOHTaX, MyCKO-HanagouYHble paboTbl K
rapaHTuiiHoe obcnyxuaHne koHTponnepa PW-400 npou3BoaMT W3roTOBUTENb UMK
opraHusaumu, NonyYuBLLNE COOTBETCTBYIOLLME NOMTHOMOYKS OT U3rOTOBUTENS.

Mpy BbisBNEHUM paedekTa, BO3HWKLIETO MO BUHE W3rOTOBUTENS, BbILLEYNOMSHYTbIE
opraHusaumn obecneumBalT €ro ycTpaHeHue B TeyeHne 14 [Hel C MOMeHTa
NocTynneHus coobLleHus.

B cnyyae npoBefeHust Mycko-HanadouvHblX paboT opraHu3auuen, He UMeloLlen
NMONHOMOYMIA  U3rOTOBWUTENSI Ha npoBegeHue 3tux pabor, noTpebutenb nuwaetcs
rapaHTUMHOro obcnyxxmBaHus.

["apaHTUIAHBI PEMOHT He NPOM3BOAMTCS, €CN U3AENWE BbILLIO U3 CTPOS B Cryvae:

®  HenpaBWIIbHOIO NOAKMHOYEHUS,
®  HecobnoaeHus TpeboBaHW JAHHOIO PYKOBOACTBA,
®  MEeXaHWYecKuUxX MOBPEXOEHWIA,

L CTUXMIHOro 6eACcTBUS.
®dupma-n3rotoBuTENb MMEET MpaBO BHOCWUTL B KOHCTPYKUMIO n3genna MU3MeHeHusa, He
BNuAOLME Ha OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKU U HAAEXHOCTb usgenuva.
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